M3 Framework Developer Documentation

To set up, run, understand the M3 project and exploit M3 web services

& '

Making smart discussions between things

Creator

The M3 framework has been designed and implemented by Amélie Gyrard, she was a
PhD student at Eurecom, Sophia Antipolis, France under the supervision of

Prof. Christian Bonnet and Dr. Karima Boudaoud. Currently, Amélie Gyrard is a post-
doc researcher at Insight/NUIG, Galway, Ireland.

Contact

Do not hesitate to ask for help or give us feedback, advices to improve our tools or
documentations, fix bugs and make them more user-friendly and convenient.

amelie.gyrard@insight-centre.org

Code

https://github.com/gyrard/M3Framework

Documentation
URL

http://www.sensormeasurement.appspot.com/documentation/M3DeveloperDocum
entation.pdf

Last updated

October 2017
e Issue localhost/online version, check compiler 1.7
e Error Over Quota. This application is temporarily over its serving quota.
Please try again later.

June 2016

e Step up with Pankesh

e Update the documentation according to the errors encountered
o Use Java 1.7 compiler within Eclipse
o Issues to import JAR files (Jena, JAX-RS, Geonames, etc.)
o Import the M3 project within Eclipse

February 2016
e Update technology used in the project section + picture archi
e Deploy M3 on the web — optional — section updated

November 2015

e Technologies used in the project

e Get the M3 framework code on Github

e Get the M3 required libraries and tools on Google Shared directory



http://www.eurecom.fr/~gyrard/index.html
http://www.eurecom.fr/en
http://www.eurecom.fr/en/people/bonnet-christian
http://users.polytech.unice.fr/~karima/
http://www.eurecom.fr/~gyrard/index.html
https://github.com/gyrard/M3Framework

e Understanding the M3 converter

After 5 years and half of research and development, this project really needs a
refactoring (even if | have done it frequently), and even maybe to be re-think from
scratch. Anyway, this is the documentation to reuse, set up and understand the M3
project.
Goal e This documentation guides developers to set up and run the M3 project.

e Understanding the M3 project code (description of packages)

e Understanding the technologies used in the project

e Understanding M3 web services

e It also help understand the web services (to use it or add new ones if you have
the code)

e Understanding the M3 converter

e Add a new Semantic Web of Things (SWoT) template

e Reference a new ontology-based project in LOV4loT (HTML web page & RDF
dataset)

e Documentation to extend the STAC ontology and dataset

Requirements Java 1.7, Eclipse Kepler, App Engine SDK 1.9, Jena framework 2.11.

Technologies e Java 1.7 is required to use Google App Engine

used e We used Eclipse Kepler to develop the M3 framework

e Jena: a framework to build semantic web applications

e Google App engine (App Engine SDK 1.9) to host the web site online (we do not
need to have our own server and domain name)

e Java Data Objects (JDO) to store data (e.g., semantic sensor data) on the google
app engine datastore

e RESTful Java, Jersey (JAX-RS) to develop Java web services

e User interface: HTML, CSS, Bootstrap, JavaScript, AJAX

System Windows 7, 64 bits

Status Work in progress

Time estimated | 1 day to set up the project
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Partl: Technologies used in M3

We employed the following technologies as displayed in Figure 1:

Jena 2.11 framework [Erreur ! Source du renvoi introuvable.] is used to build semantic web
applications. Jena includes the Jena reasoning engine to interpret loT data and Jena/ARQ to
execute SPARQL queries on the knowledge base. Jena was the easier Semantic Web framework
to learn, it was well-documented and had tutorials. Integrating Jena to our application was
simple thanks to the JAR file. A light version of Jena is available for constrained devices too.
RDF, RDFS and OWL are used to design ontologies and datasets.

SPARQL is used to query knowledge base designed with RDF, RDFS and OWL [Erreur ! Source du
renvoi introuvable.] .

Java 1.7 is used to implement the entire framework

Jersey (JAX-RS) is used to design JAVA RESTful web services.

Google Web Toolkit (GWT) and Google App Engine (GAE) are used to develop the framework
and host the entire web site online. We do not have to maintain a server or taking care of
security issues, it is easy to deploy and maintain applications online.

Java Data Object (JDO) is used to store data in a database.

HTML5, CSS3, JavaScript are used to design the Graphical User Interface (GUI)

AJAX technologies are used query web services. Then, the result returned by web serviced is
parsed with JavaScript.

Finally, the designing phase has been achieved by using extreme programming [Erreur ! Source du

renvoi introuvable.] and Scrum-like methodologies.

Core || Client (GUI)
-Java ' X - HTML, CSS3, JavaScript, BootStrap
- Java RESTful (JAX-RS) HTML

Java B t® JavaScript

\jAe"ﬁ:';‘“ V<o sPARQL
¥ :
Datastore Google App Engine

- store semantic sensor data - Publish online the prototype
- Jena model @ - Java Data Object (JDO) to store data

N 2
- RDF, RDFS, OWL, ontologies | ") |~ Server
00 = @ —— ﬂ G_OUSIC
Semantic
Web

Figure 1. Technologies used is M3



I. Jena

We used Jena?, a framework to build semantic web applications.

II. Google App Engine

To host the M3 web site on the web, we used Google App Engine. It provides a server and the domain
name (http://sensormeasurement.appspot.com/). “.appspot.com” means that the web site is hosted on
Google, we do not need to pay for a domain name. Further, Google App Engine provides us a server, so

we do not need to maintain it, and take care of security issues.

[II. RESTful implementation for JAVA: JAX-RS

To build RESTful web services in Java, we use the Jersey Java library?.

Part Il : Setting up the M3 project

[V. Getthe M3 framework code on Github

The M3 framework code is on Github: you can download the ZIP file (see Figure 2).

https://github.com/gyrard/M3Framework
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http://sensormeasurement.appspot.com/
https://github.com/gyrard/M3Framework

Figure 2. The M3 framework code on Github

1. Download required libraries or tools (Eurecom

users)

On BSCW (For Eurecom users)
You have access to the directory SetUpM3 which is comprised of:

=> NecessaryToSetUpM3 with eclipse Kepler, all JAR required and the JDK and JRE 1.7 (e.g.,
NecessaryToSetUpM3.zip)

=>» workspace with the M3 project (e.g., m3_save2Avril2015.zip), see last version on Github

=» Download and unzip both!

(€120

;< SAMSUNG (H:) » ProjecthM3 Rechercher dans : NecessaryToSetUpM3 O
-

Organiser = Inclure dans la biblicthéque * Partager avec = Graver Mouveau dossier == » [ I@l
-~
i Mom Medifié le Type Taille
M Ordinateur . . . ) o
) . eclipse-jee-kepler-SR1-win32-x36_64 02/04,/2015 09:04 Dossier de fichiers
‘Q-i Disque local (C:) . o
. JAR 02/04,/2015 09:02 Dossier de fichiers
=a Recovery (D:] ) . . R R
| &5 jdk-Tu5l-windows-x64 27/02/201411:13 Application 128 475 Ko
—a HP_TOOLS (E)

Bocrracirig

Figure 3. NecessaryToSetUpM3 directory

2. Download required libraries or tools (External users)

The M3 framework code is on Github: you can download the ZIP file (see Figure 2).
https://github.com/gyrard/M3Framework
For external users, ask us to share this directory:

https://drive.google.com/drive/u/0/folders/0B5D7PRX0O3e6afm1jUEIvb0Z5S0dFVzIJSUOVGWK01d3VtOTdiamM
tUmpZOG1XM3RNRIBJSKO

You will have access to this directory:

=> NecessaryToSetUpM3 with eclipse Kepler, all JAR required and the JDK and JRE 1.7 (e.g.,
NecessaryToSetUpM3.zip)

My Drive > NecessaryToSetUpM3 -~

di
di

5 eclipsejeckepler-Sh... 5 JARzip B jdk-7uSl-windows-x6. ..

Figure 4. Download the NecessaryToSetUpM3 on Google Drive


https://github.com/gyrard/M3Framework
https://drive.google.com/drive/u/0/folders/0B5D7PRXO3e6afm1jUElvb0Z5S0dFVzJSU0VGWk01d3VtOTdiamMtUmpZOG1XM3RnRlBJSk0
https://drive.google.com/drive/u/0/folders/0B5D7PRXO3e6afm1jUElvb0Z5S0dFVzJSU0VGWk01d3VtOTdiamMtUmpZOG1XM3RnRlBJSk0

V. The NecessaryToSetUpM3 directory

Requirements

e Javall7

e Eclipse Kepler

e Plugin Google App Engine SDK App engine 1.9
e Jena

e Jars required

To avoid any incompatibility issues, we provide all tools with the good version:
The NecessaryToSetUpM3 directory is comprised of:

=> Eclipse Kepler
=>» All jar required to run the M3 project
=> JDKJava 1.7

Organiser » Inclure dans la bibliothéque Partager avec v Graver Mouveau dossier =~ [ @
i Nom Muodifié le Type Taille
1% Ordinateur K ] ] . o
) .. eclipse-jee-kepler-5R1-win32-x86_64 02/04,2015 09:04 Dossier de fichiers
& Disque local (C:) . o
. JAR 02/04,2015 09:02 Dossier de fichiers
=a Recovery (D) . . Aonlicati
| £ jdk-Tu51-windows-x54 27/02/201411:13 Application 128 475 Ko
== HP_TOOLS (E)

Bocrraciric

Figure 5. NecessaryToSetUpM3 directory

In the Eclipse directory you already have the plugin for App Engine SDK 1.9:




Duvrir

e

Inclure dans la bibliothéque «

MNom

Partager avec =

-

Mouveau dossier

m

Muodifié le

Type

Taillg

. cem.google.appengine.eclipse.sdkbundle_1.9.0

. com.google.g

. com.google.gdt.eclipse.designer.hosted.2_2_3.1.2.43x201307151442
| com.google.gdt.eclipse.designer.hosted.lib_3.1.2.r43x201307151442

.echpse.designer.hosted.Z_Uwebkit_win32x64_3.1.2.r43x201307151442

. com.google.gwt.eclipse.sdkbundle_2.6.0

0 javaxxmlorpe_1.1.0,:201209140446
L javaxxmlsoap_1.2.0.7201005080501
| org.apache.ant_1.8.4,v201303080030

| org.apache.axis_1.4.0,,201005080400
| org.apache.commons.discovery 0.2.0.~201004190315

| org.eclipse.core.runtime.compatibility.registry_3.5.200.v20120514-1256

| org.eclipse.epp.package.jee_2.0.1.20

| org.eclipse.equinox.launcherwin32.win32.x86_64_1.1.200.v20130807-1835

130919-0803

| org.eclipsejdt.debug_3.8.0,v20130514-0841

./ org.eclipsejst.server.generic,jboss_ 1610020130422 1357
| org.eclipsejst.server.genericjonas_1.5300.v20130422 1357

| org.eclipse.pde.build_38.100.,,20130514-1028
. org.eclipse.platform_4.31.720130911-1000

02/04,/2015 09:05

Dossier de fichiers

02/04/2015 09:05
02/04,/2015 09:05
02/04/2015 09:05
02/04/2015 09:06
02/04,/2015 09:06
02/04,/2015 09:06
02/04,2015 09:06
02/04,/2015 09:06
02/04/2015 09:06
02/04,2015 09:06
02/04,/2015 09:06
02/04/2015 09:06
02/04,/2015 09:06
02/04,/2015 09:06
02/04,2015 09:06
02/04,/2015 09:06
02/04,/2015 09:06

Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Daossier de fichiers
Dossier de fichiers
Dossier de fichiers
Daossier de fichiers
Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Dossier de fichiers

Dossier de fichiers

Figure 6. App Engine SDK 1.9 already in the Eclipse that we provided



Ve w Graver

MNouveau dossier

Bibliotheque Documents

JAR

MNom

|/ apache-jena-211.1

L javaMail

) Jersey

. JSON_ANDROID

. test

| appengine-api-labs.jar
| appengine-endpoints.jar
| aroma.jar

| DLEJena.jar

| geoccoder-java-0.9.jar
|| gecnames-1.1.9,ar
L | gson-2.2.4 jar

|| java-json.jar

| jdom-1.0jar

| json-lib-2.4-jdkl5,jar

|| rome-1.0.jar

|| postgresqgl-9.2-1002.jdbed.jar

Meodifié le

02/04/2015 10:09
02/04/2015 10:10
02/04/2015 10:10
02/04/201510:10
02/04/2015 10:10
27/02/2014 11:28
27/02/2014 11:28
27/08/2014 10:31
25/02/2010 22:39
12/06,/2013 15:30
29/11/201212:25
12/06/2013 15:30
17/07/2014 10:07
24/09/2012 12:39
15/10/2013 11:32
15/01/2013 17:20
28/02/2014 10:31

Type

Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Dossier de fichiers
Executable Jar File
Executable Jar File
Executable Jar File
Executable Jar File
Executable Jar File
Executable Jar File
Executable Jar File
Executable Jar File
Executable Jar File
Executable Jar File
Executable Jar File

Executable Jar File

Taille

3741 Ko
5297 Ko
82 Ko
61 Ko
25 Ko
30 Ko
186 Ko
83 Ko
150 Ko
156 Ko
567 Ko
215 Ko

Figure 7. JARs required in the M3 project are provided in the JAR directory

VI. Install Java and JRE 1.7

In our case: jdk-7u51-windows-x64
Because of Google App Engine, we cannot use anymore Java 1.6.

If you have Java 1.6, you should uninstall it, restart the machines, to avoid issues.
(if it does not compromise the other projects running on your machine).

Double click on the JDK and install it.

VII. Install Eclipse Kepler

In our case: eclipse-jee-kepler-SR1-win32-x86_64




ateur » SAMSUMNG (H:) » ProjectM3 » BMecessaryToSetUpM3 v eclipse-jee-kepler-5R1-win32-x86 64 » eclipse »

Fe dans la bibliothéque - Partager avec = Grawver Mouveau dossier
0 Mom . Modifig le Type Taille
. configuration 02/04,2015 09:04 Dossier de fichiers
| dropins 19/09,2013 06:15 Dossier de fichiers
.. features 02,/04/2015 09:04 Dossier de fichiers
N p2 02/04,2015 09:04 Dossier de fichiers
. plugins 02/04,/2015 09:06 Dossier de fichiers
. readme 020472015 09:06 Dossier de fichiers
|| .eclipseproduct 03,/07,2013 09:04 Fichier ECLIPSEPR... 1Ko
& 26/08,/2014 09:51 Document XML 281 Ko
i 19/04,/2013 18:56 Application 305 Ko
27/02/2014 18:55 Raccourci 1Ko
| eclipse 26/08/2014 09:51 Paramétres de co... 1Ko
5] eclipsec 19/04,/2013 18:56 Application 18 Ko
& epl-vio 12/02/,2014 08:00 Chrome HTML Do... 17 Ko
E: notice 1270272014 08:00 Chrome HTML Do... 9 Ko
Figure 8. Install Eclipse Kepler that we provided
@] Java EE - Eclipse & . == = |
File Edit MNavigate Search Project Run Window Help
% Welcome 12 Do A A = &

]
it

Eclipse Java EE IDE for Web Developers

e Overview
Get an overview

@{J , Samples

Ty Try out the sampl |

Tutorials

E MNewer Java version needed to run Google Plugin for Edipse-

@ JRE version is 1.6.0; version 1.7.0 or later is needed to run Google Plugin for Eclipse.

Figure 9. Java 1.7 is required with the Google Plugin for Eclipse

=>» Click ok (This is why we set up Java 1.7)




@] Java EE - Eclipse.

File Edit Navigate Search Project Run Window Help

[ Project Explorer 52 28 = 8 5= Outline 52 2 |

An outline is not available.

Workbench

Eclipse Java EE I

Overview
— Get an overview of the features

@ Samples
Try out the samples

[2 Markers 52 pert t £ = =

0items

Description Resource Path Location Type

< i 8

: g Sign in to Google...

e mfa®=E " =

Figure 10. The eclipse workspace is empty

D . . # G 11:15

02/04/2015

3. Use the default Eclipse workspace
Eclipse installed by default a workspace: E:\Workspace.

In this case, close Eclipse, copy the workspace with the m3 project and replace the default workspace
with this workspace.

Result expected:



4. Optional: Reference your own workspace

Java EE - Eclipse

Edit Mavigate Search Project Run  Window Help

Mew Alt+Shift+M »
Open File...
Cloze Ctrl+W
Close All Ctrl+5Shift+W
Save Ctrl+5
Save Az,
Save All Ctrl+5Shift+5
Revert
Move...
Rename... F2
Refresh F5
Convert Line Delimiters To k
Print... Ctrl+P
Switch Workspace ChUsers\User\Documents'ProjectM3workspace
Restart
giy Import..
& Export..
Properties Alt+Enter
Exit nerties  41h Servers Data Source Explore

Figure 11. Switch workspace to reference the M3 project

We referenced the existing M3 workspace and not the one by default:
Select Workspace D'lrecl_ciy-_ ‘ t g

Select the workspace directory to use.

. Passeport -
. ProjectM3
. 00557 _edurcameurecom032014

» . MNecessaryToSetUpM3 A

E Workspace Launcher | &

Select a workspace

Eclipse stores your projects in a folder called a workspace.
Choose a workspace folder to use for this session.

Workspace:  Ch\Users\User\Documents\ProjectM3\workspace -

+ Copy Settings > | ToolsRelevantForl3
Workbench Layout

[¥] Working Sets . testDridriSecurite %

Dossier : workspace

@ [ OK ] [ Cancel ]

[ Créer un nouveau dossier ]

Figure 12. Reference the M3 project



5. Result expected: Check that you can see the M3
project

You should have the following screenshot:

] Jova £2 - Ecipse I |

File Edit Mavigate 5Search Project Run  Window Help

[7 Project Explorer &2 = B

BE&R|e® ¥
» 1.7 DLEJenaTest

o gki-server
-
- peth DomainkKnowledge

» = Servers
' fjj Stage_Eurecom

Figure 13. The M3 project in the Eclipse workspace

VIII. (Optional) Install the Google Plugin for
Eclipse

In case you encounter some issues, you can follow this tutorial:
https://cloud.google.com/appengine/docs/java/tools/eclipse

We do not remember why, but we have to change the default setting of Google:
M3 project -> Right Click -> Google -> App Engine Settings
=>» Choose DataNucleus JPO/JPA version v1


https://cloud.google.com/appengine/docs/java/tools/eclipse

L

W

=

=

[ 9

Mew »
Go Into
Show In Alt+Shift+W »
[iZ Copy Ctrl+C
E= Copy Qualified Name
- :; Paste Ctrl+V
d ¥ Delete Delete
£ Remove from Context Ctrl+Alt+ Shift+ Down
4 Build Path »
Refactor Alt+5hift+T »
g2y Import..
Ly Bxport.
&1 Refresh F5
Close Project
Close Unrelated Projects é Profile Using Speed Tracer
R — i GWT Compile
Show in Remote Systems view ‘ Add Google APIs..
Profile As . {# Import Google Hosted Project..
Debug As . Update Apps Script project from Drive
Run As . 2§, Generate App Engine Backend...
Team . &%, Generate Cloud Endpoint Client Library
Compare With R %&, Deploy to App Engine
Restore from Local History... Web Toolkit Settings...
i
Google » App Engine Settings...
d Pp Eng 9
Configure P Dev App Server 1s now running
Source y WARN No appenders could be found for loggd
_ IARN Please initialize the log4j system p
L, Google App Engine WTP ¥ WARN See http://logging.apache.org/log45/]
IARN Mo appenders could be found for loggd
Properties Alt+Enter m

Figure 14. Google App Engine settings



[.] Properties for m3

[y E filter text

- Resource

Builders
4 Google
. App Engine
Web Application
Web Toolkit

Java Build Path

- Java Code Style

- Java Compiler

- Java Editor
Javadec Location
Project Facets
Project References
Refactoring History
Run/Debug Settings
Targeted Runtimes

. Task Repositorny
Task Tags

- Walidation
WikiText

. ¥Doclet

f‘fﬁ
)

App Engine
| Use Google App Engine
App Engine 5DK
@ Use default SDK (App Engine - 1.9.0)
Use specific 5DK: | App Engine - 1.9.0

Deployment

Application IDt sensormeasurement

Version: 1

Datastore
Enable local HRD support
| Use Datanucleus JDO/IPA to access the datastore

Datanucleus IDO/IPA version: [l -

Configure 5DKs...

My applications...
Existing versions...

Run Configurations...

Google Cloud 5QL
Enable Google Cloud 501

My instances...

Development SQL instance (used by local development server)

3 Lse MySQL instance

Use Google Cloud SQL instance

App Engine 5QL instance

Configure...
Configure...

Configure...

| oK

] | Cancel

Figure 15. Check that the Datanucleus JPP/JPA is V1




Part III : Running the M3 project on
localhost

[. Discover the M3 project and run it

File Edit Mavigate Search Project FRun

[{5 Project Explorer 53 = O

Eg|e ¥
» 1o DLEJenaTest

4 E;‘J m3
R
- g JUnitd
= IRE Systern Library [JavaSE-1.7]
=i App Engine 50K [invalid]

=i ALL_JAR_MEEDED
= javaMail
= JS0MN_Android
» = doc
» [ postgresg|
v =% war
> earchUomainknowledge

» = Servers
4 ?_—‘,J- Stage_Eurecorn

Figure 16. Open the M3 project

In case, it does not appear:

Exghi lg » Amelie Gyrard » Downloads »
i — e ——

—

Organize ~ ] Open ~ Share with ~ Burn

 Favorites Name

Bl Deskto I 1. m3_June20_2016.zip I
4 Downloads

~» Recent Places

Figure 17. Download the M3 code zip file.



T -

"(H- '3 ‘ l4 » Amelie Gyrard » Downloads »

Organize ~ J::] Open -~ Share with « Burn New folder

. Favorites Name

B Deskio | | m3_June20_2016zi
Iy Downloads 2o

* Recent Places Open in new window
2

| Extract All..
=3 Libraries @& TortoiseSVN ’
*, Documents [ Edit with Notepad++
& Music Open with '
5. Pictures Share with ’

= Subversion Restore previous versions

§, Videos
Send to r
‘& Computer cut
Copy

& Local Disk (C)
Create shortcut
Delete

@ Metwork
Rename

Properties

Figure 18. Extract the M3 code



a_ "n ract Compresse Ipped alde

Select a Destination and Extract Files

Files will be extracted to this folder;

CA\Users\amegyr\Downloads\m3_June20_2016 |

[¥] Show extracted files when complete

[ Extract H Cancel I

Figure 19. Extract the M3 code



[ —
|._.] Java - m3fsrc,feurecom,o'web,'servicefM3WS.j;i-—_EE;e-|

EEdit Source Refactor Mavigate Search Project Run Windo)

MNew Alt+Shift+N ¥
Open File...
Close Ctrl+W
Close All Ctrl+Shift+W
Save Ctrl+5
=  Save As..
Save A Ctrl+5Shift+5S
Revert
Move...
™ Rename.. F2
Z] Refresh F5
Convert Line Delimiters To »
Print... Ctrl+P
Switch Workspace 4
Restart
1T Import..l
3 Export..
Properties Alt+Enter

Figure 20. File -> Import a new project



Select N\d
Create new projects from an archive file or directory. H

Select an impaort source:

| type filter text

4 (= General &
[T Archive File
|E§ Existing Projects into WorksEacel
[, File System
El Preferences
= CVS
» & EJB
= Git
» = Google

@ | < Back I Next = I | Finish | [ Cancel

Figure 21. Import a new project within Eclipse




|~ =

@ mport - . . = =] 3R

Import Projects

Select a directory to search for existing Eclipse projects.

-
@) Select root directory: -

Projects:

Select root directory of the projects to import

& Contacts
> iy Desktop

4 Downloads

| basic-miktex-2.9.5105-x64.exe
DublinJuillet2015-2015-09-08
IMIS-2015
jautodoc_1.13.0

Options | M3_Framework

[] Search for nest | m3_June20_2016

[ Copy projects i | m3_savelZMay2015

Working sets > | m3-language
[[] Add project to > | NeOnToolkit-2.5.2win32.win32.x86_64
| old

Working sets:

Folder: Downloads

Make New Folder OK I [ Cancel

Figure 22. Import M3 code within Eclipse

We have to fix the following issues:

[Zl Markers 32 | £ Properties 4L Servers [ Data Source Explorer [ Snippets e - = 0
17 errors, 1 303 warnings, 9 others (Filter matched 177 of 1329 iterns)
Description . Resource Path Location
- B - ] (4 iterns)
@ Google App Engine Problem (1 item)
x pre oo o = pp Engine SDKs on its build path m3 Unknown
i &% HTML Problem (39 items)
= €3 Java Build Path Problems (12 items)
@ The project cannot be built until build path errors are resolved SearchDomai... Unknown
@ The project cannot be built until build path errors are resohved Stage_Eurecom Unknown
@ The project cannet be built until build path errors are resclved fuseki-server Unknown
@ The project cannot be built until build path errors are resolved m3 Unknown

BvanClipt Pronlems (00 oF 1252 nems)
I JavaScript Task (9 iterns)
i & XML Problem (1 item)

Figure 23. Fix issues to run the M3 project



II. Integrating all Jars requires (Solve Java Build

Path Problems)

Fixing Google App Engine Problem (Java Build Path Problems)

Two solutions:

1) Copy/Paste the JAR directory that we provided in the M3 project
2) or Modify the Build Path

Modify the build path:

Mew 3
! 5 Go Into
stz Show In Alt+Shift+ W »
) : = Copy Ctrl+C
| B2 Copy Qualified Name
i 5 Paste Ctrl+V
E ¥ Delete Delete
; Remove from Context Ctrl+Alt+Shift+ Down
l [
& Refactor Alt+Shift+T »
4 |
£ Import.. sthers (Filter matched 177 of 1329 itg
iy Export., .
&' Refresh F5  dcy Validator Message (4 items)

Problem (1 item)

does not have anv Ann Fnoine SOK

Close Project

Figure 24. Modify the build paths to reference the JARs required

Modify the build path of all jar libraries:



=T
8, Properties for m3 —E X

& Build path entry is missing: org.eclipsejdt.launchingJRE_CONTAINER/org.eclipse jdt.internal. debug.ui.launcher. StandardVMType/JavaSE-1.7 - v v
[» Resource
1 _Google JARs and class folders on the build path:
Java Build Path » g ALLJAR_NEEDED Add JARs...
b Java Lode X & » = App Engine SDK [invalid]
[ java E:_rtﬂpller bk javaMail Add External JARs...
i Java Editor .
I+ g JRE System Library [JavaSE-1.7] (unbound)
i Add Variable...
J;“_"::F'-":t'"” » g JSON_Android
roject Facets -
 mh JUnit4 Add Library...
Project References iy
Refactoring History Add Class Folder...
Run/Debug Settings
Targeted Runtimes Add External Class Folder...
[ Task Repository
Task Tags Edit...
[ Validation
WikiText Remove
- XDoclet

Migrate JAR File...

@ ok || cancel
Figure 25. Add the JARs required

Add all jars required, that are available in the JAR directory.

|I |type filter text Java Build Path
Resource

Builders | # Source | = Projects| =k Libraries | %; Order and Export|

Git JARs and class folders on the build path:

Google » =h ALL_JAR_NEEDED Add JARS...

JAutodoc » =4 App Engine SDK [App Engine - 1.9.0]
Java Build Path » = javaMail

Java Code Style b |=h Jena
Java Compiler b =k Jersey
Java Editor v =i JRE System Library [JavaSE-1.7]

l

I

Javadoc Location » =k JSON_Android l
Project Facets r =k JUnit 4 ’
l

I

Add External JARs...

Add Variable...

Add Library...

|
|
Add Class Folder.. |
Add External Class Folder.. |

Praject References

Refactoring History

Run/Debug Settings

Targeted Runtimes
> Task Repository

Task Tags Migrate JAR File...
> Validation

WikiText
» XDoclet

Edit.. |

Remove ]

@

Figure 26. Import the jena library



JAR Selection

Organize ~ New folder

-

; Favorites
I Desktop
¢ Downloads

=+ Recent Places

] Libraries
"L Documents
,;J} Music
2= Pictures
=. Subversion
Q, Videos

& Computer
& Local Disk (C:)

@ Network

File name: "commons-codec-1.6jar" "httpclient-4.2.3 jar" "httpcore-4.2.2 jar" "jcl-over-sif4j-1 «

Name

Date modified

Type

@I commons-codec-1.6.jar

12/05/2015 16:08

Executable Jar File

=) httpclient-4.2.3jar

12/05/2015 16:08

Executable Jar File

423 KB

@] httpcore-4.2.2.jar

12/05/2015 16:08

Executable Jar File

219 KB

= jel-over-sif4j-1.6.4jar

12/05/2015 16:08

Executable Jar File

17 KB

@I jena-arg-2.11.1jar

12/05/2015 16:08

Executable Jar File

2,628 KB

@I jena-core-2.11.1 jar

12/05/2015 16:08

Executable Jar File

1,476 KB

[= jena-iri-1.0.1jar

12/05/2015 16:08

Executable Jar File

134 KB

€ jena-sdb-1.4.1jar

12/05/2015 16:08

Executable Jar File

518 KB

|= jena-tdb-1.0.1jar

12/05/2015 16:08

Executable Jar File

558 KB

= 1og4j-1.2.16,jar

12/05/2015 16:08

Executable Jar File

471 KB

=) sIf4j-api-1.64jar

12/05/2015 16:08

Executable Jar File

26 KB

[ sif4j-log4j12-1.64jar

12/05/2015 16:08

Executable Jar File

10 KB

@I xerceslmpl-2.11.0jar

12/05/2015 16:08

Executable Jar File

1,336 KB

@] xml-apis-1.4.01jar

12/05/2015 16:08

Executable Jar File

216 KB

*jar*zip

q

I Open |VIl Cancel l

Figure 27. Import the jena library with all jar files




o — )
Properties for m3 _@L

| type filter text

> Resource
Builders
Git

» Google
JAutodoc
Java Build Path

» Java Code Style

» Java Compiler

» Java Editor
Javadoc Location
Project Facets
Project References
Refactoring History
Run/Debug Settings
Targeted Runtimes

» Task Repository
Task Tags

> Validation
WikiText

» XDoclet

Java Build Path

| # Source | = ijects| Ei Libraries |% Order and Export|

JARs and class folders on the build path:

- =4 ALL_JAR_NEEDED

b =k javaMail

» =4 JSON_Android
» o=k JUnit 4

- =4 JRE System Library [JavaSE-1.7]

» =4 App Engine SDK [App Engine - 1.9.0]

|

Add JARs..

|  Add External JARs...

|

|

Add Library...

|

Add Class Folder...

| Add External Class Folder.

|
|
Add Variable.. |
l
l
|

|

Edit... |

|

Remove l

Migrate JAR File.. |

@

i@] JAR Selection

Figure 28. Import the Jersey (JAX-RS) library

X
o

—
-

-
™ - - =
(-‘9 | | » Amelie Gyrard » My Documents M M3Project » JAR » JAR » Jersey _H Search Jersey Pl

QOrganize ~ New folder = o~ j 'G
-;. Beite Name : Date modified Type Size
Ml Desktop 4 asm-3.3.1jar 12/05/2015 16:08 Executable Jar File 43 KB
ks Downloads 1 jersey-bundle-1.14,jar 12/05/201516:08  Executable Jar File 1,459 KB
i RecentPlaces = [ (4 jersey-client-1.14jar 12/05/201516:08  Executable Jar File 127 KB
L jersey-core-1.14jar 12/05/2015 16:08 Executable Jar File 457 KB
o Libraries | jersey-server-1.14,jar 12/05/2015 16:08 Executable Jar File 587 KB
-, Documents 2| persistence-api-1.0.2jar 12/05/2015 16:08 Executable Jar File 53 KB
;J} Music
A= Pictures
=. Subversion
!, Videos
]
File name: ¥ |*jan*zip VI

I Open |VII Cancel l

Figure 29. Import the Jersey (JAX-RS) library with all jar files




i8] JAR Selection

Organize ~ New folder
- Favorites “  Name Date modified Type Size i l
M Desktop I . test 12/05/2015 16:10 File folder
R Downloads |4 appengine-api-labsjar 12/05/2015 16:05 Executable Jar File 3,741 KB
i} Recent Places 3 114 appengine-endpoints.jar 12/05/2015 16:05 Executable Jar File 5,297 KB
|& aromajar 12/05/2015 16:05 Executable Jar File 82 KB
ﬂ] Libraries |& DLElenajar 25/02/2010 22:39 Executable Jar File 61 KB
B Documents |4 geocoder-java-0.9jar 12/05/2015 16:05 Executable Jar File 25 KB c
J’, Music I | IH geonames-1.1.9jar I 12/05/2015 16:05 Executable Jar File 30 KB
5 Pictures |4 gson-2.2.4jar 12/05/2015 16:05 Executable Jar File 186 KB
= Subversion |&) java-json.jar 12/05/2015 16:05 Executable Jar File 83 KB
!, Videos |4 jdom-1.0jar 12/05/2015 16:05 Executable Jar File 150 KB
- |4 json-lib-2.4-jdk15jar 12/05/2015 16:05 Executable Jar File 156 KB -
File name: > |*jar*zip ']
| QOpen |V| I Cancel l

Figure 30. Import Geonames library

I[II. (Optional) Install Jena inside Eclipse

In case you encounter some issues, you can follow the following tutorial:
http://www.iandickinson.me.uk/articles/jena-eclipse-helloworld/

[V. Check that you have the Java Compiler 1.7
within Eclipse

In case you encounter some trouble to run the project, check that you have the right Java compiler 1.7
as follows.

Did your run the JDK 1.7 that | provided in the NecessaryToSepUpM3.
If not double click on it, and follow the instructions.

@ |« SAMSUNG (H) » ProjectM3 N NecessaryTosetUph3 f  ~ |43 || 7ecn

Organiser = Inclure dans la biblicthéque + Partager avec « Graver Mouveau dossier 4= = [ @
i Mom Modifié le Type Taille
1% Ordinateur . . . : -
) | eclipse-jee-kepler-SR1-win32-x86_64 02/04,/2015 09:04 Dossier de fichiers
ﬁ, Disque local (C:) . o
1. JAR 02/04/2015 09:02 Dossier de fichiers
= Recovery (D) . . -
| £ jdk-Tu51-windows-xh4 27/02/2014 11:13 Application 128 475 Ko

B crracinic nan

s HP_TOOLS (&) I



http://www.iandickinson.me.uk/articles/jena-eclipse-helloworld/

Figure 31. Check that you set up the JDK 1.7

Check that you are using the Compiler Java 1.7 within Eclipse as follows:

:.] Java - m3/src/eurecom/constrained/devices/ConvertRaspberrySensorDatajava - Eclipse
File Edit Source Refactor MNavigate Search IProjet:tI Run Window Help

i i Qv H @ vin Open Project
— Close Project
¥ Package Explorer 3 B & s = B -
J CrEeTA 1T TOO Build A Ctrl+B
S FIESTA_IOT TOQ| = . i
,_,,'gj FIESTA IOT TOOLS [FIESTA IOT TOO! = | T e u
o [FUSIORM ] . .
i > FUSION [FUSION master] Build Working Set ,
‘E > m3 [m3 master]}
Clean... "

a B ogre

. v Build Automatically
. # eurecom.common.util
@

a [ eurecom.constrained.devices Generate Javadoc..

- [1} ConvertRaspberrySensorData.ja ! Progerties H
I o P . W Ny I SR puge g i L, 1

£ or m3 e | B
pe filter text Java Compiler T

> Resource

Build [ Enable project specific settings Configure Workspace Settings...
uilders

Git JIDK Compliance
» Google Use compliance from execution environment on the Java Build Path'

JAutodaoc 17 -

Java Build Path
> Java Code Style
» Java Editor 17 -

Javadoc Location

Use default compliance settings

Project Facets
Project References Error -
Refactoring History
Run/Debug Settings
Targeted Runtimes

Classfile Generation

Add variable attributes to generated class files (used by the debugger)

> Task Repository Add line number attributes to generated class files (used by the debugger)
Task Tags Add source file name to generated class file (used by the debugger)

> Validation Preserve unused (never read) local variables
WikiText Inline finally blocks (larger class files, but improved performance)

> XDoclet

Figure 32. Check the Java compiler it should be 1.7



V. Run M3 on localhost

CETEE——

4 m
4 %
a [ eurecom.common.util
> [7) ReadFilejava
> [1) Varjava
> [7) wstilsjava
» [ eurecom.constrained.devices
> f eurecom.data.converter
> i eurecom.generic.m2mapplication
» [ eurecom.m3junit
> [ eurecom.rule.etractor
4 [ eurecom.search.knowledge
> [3] Mainjava
> [I) ResultDomainKnowledge.java
4 [I] SearchProjectjava
» @ SearchProject
» 17 SearchRulejava
> JB eurecom.spargl.result

]

> i eurecomstore jdo

» 3 eurecomitest.evaluation

> 5B eurecomtest.stuff

> & eurecomweb.service

> [= META-INF

logdj.properties

» =, JRE System Library [JavaSE-1.7]
» = App Engine SDK [sppengine-java-sdk-1.9.0 - 1
> = JUnitd
» = ALL_JAR_NEEDED

= import java.util.Arraylist;

3
1
5

import com.hp.hpl.jena.rdf .model.Mod

File Edit Source Refactor MNavigate Search Project Run Window Help
BET SIS RSN ST S | F-O-Q- TG-S E PRI 2 (=

Quick Access B | _3 Java EE

[ Project Explorer 52 E%&|% Y= 8 [ SerchProjectjava 5 95 Outline 57 [F] Task List =g

7 DLEJenaTest - # 1 package eurecom.search.knowledge; PEBR Y e W T

» 72 fuseli-server B B eurecom.search.knowledge A

el;

import com.hp.hpl.jena.rdf.model.ModelFactory; & m3_onto: String =
4 spargl_query : String
8 import eurecom.common.util.ReadFile; pard._queny: =iing
N & stac_dataset: String
9 import eurecom.common.util.Var; N
Wl import eurecom.common.util.WSUtils; 4 stac_onto: String
W1l import eurecom.generic.m2mapplication.M2MAppGeneric; @ ° SearchProject(String, String, String,
B . : o S 8 | € m | 4

“ .n

[2: Markers [ Properties i Servers [ Data Source Explorer &5 Snippets [ Console 52
m3 [Web Application] C:\Program Files\Java\jre7\bin\javaw.exe (2 avr. 2015 14:49:27)

Class eurecom.web.service. Naturapathyrs

class eurecom.web. service.M3kebServices

class eurecom.web. service.LOVAToTHebSer
avr. @2, 2815 2:49:37 PM com.sun.jersey.a
Infos: No provider classes found.

avr. @2, 2815 2:49:37 PM com.sun.jersey.server.impl.application.webApplicationImpl _initiate

Infos: Initiating Jersey application, ver
ave. 92, 2015 2:49:39 PM com.sun.jersey.s

Avertissement: The following warnings have been detected with resource and/or provider classes:
WARNING: A HTTP GET method, public javax.ws.rs.core.Response eurecom.web.service.M3webServices.convertHealthMeasurement(java.lang.String,j
WARNING: A HTTP GET method, public static void eurecom.web.service.STACWebServices.describe(java.lang.String), MUST return a non-void type

avr. @2, 2815 2:49:39 PM com.google.appho
Infos: Started SelectChannelConnectorfil

vices
pi.core.ScanningResourceConfig init

sion 'Jersey: 1.14 89/89/2812 87:21 PM'
pi.inject.Errors processErrorMessages

sting.utils.jetty.Jettylogger info
PN

avr. 82, 2815 2:49:39 PM com.google.appe
Infes: Medule instance default is runnin
avr. @2, 2815 2:49:39 PM com.google.appe

Eine. tools. development. Abstractfiodule startup

bine. tools.development. Abstractfiodule startup

Infes: The admin consele is running at
avr. @2, 2815 2:49:39 PM com.google.appen
Infos: Dev App Server is now running

gine.tools.development.DevappServerImpl doStart

Figure 33. Get t

he localhost address

4 ® searchProject
& swot_dataset : String

]

Copy paste the URL in red with the localhost address on the Browser (e.g., Chrome).

&& Documentation - Googls X =B

€« [ localhost:4

Applicati

/%,6,;(;, smart dise

Discovery Hub g Duolingo: Practice 2% Pages - Google Anal.. [ Idande - France-Dip... [EJ The Google Anita B...

v i

ussions belween (fé/}(/s’

Machine-to-Machine Measurement (M3) is a framework to semantically annotate and easily interpret Internet of Things (IoT) data.
M3 enables designing interoperable domain-specific or cross-domain Semantic Web of Things (SWoT) applications.
M3 is composed of the following components:

§3 Dark Angel saison 1... [f7 Facebook £ Home - Dr]

o> SWoT

ao8ay

o

< GENERATOR >

"y et

Figure 34. M3 is running on localhost, it works!



PartIV: Deploying M3 on the Web
(Optional)

Right click on the M3 project on Eclipse:

=> Select Google
=>» Select App Engine Settings

e FdT  Source  Refacior Nawgafe Search Project  Kun Window He'ﬁ

i e O~ S| \ | | "G
Mew 3
Go Into
P gown Alt+shiftwy » Pt
[ age eurecom.search.knowledge;
i i e Copy Cirl+C .
t java.util.a List;
aliFr EZy Copy Qualified Name [t Java.util-Arraylis
4 il = pacte Ctrl+V  rt com.hp.hpl.jena.rdf.model.Model;
- : M
% Delete Delete rt com.hp.hpl.jena.rdf.model.ModelFactory
Remove from Context Ctrl+ Alt+Shift+ Down rt eurecom.common.util.ReadFile;
. rt eurecom.common.util.Var;
N H
EuidlEath rt eurecom.common.util.WSUtils;
Refactor Alt+Shift+T » rt eurecom.generic.m2mapplication.M2MAnpG)
- N o - -
g2y Import...
& Export..
# | Refresh F5 to App Engine
Close Project loning 438 application files.
Close Unrelated Projects é) Profile Using Speed Tracer
Validate GWT Compile

®
@ Add Google AP...
€

Show in Remote Systemns view
Import Google Hosted Project..

Profile As » , - .
Debug As b - (;Z':I::t;r;p_ _E_Ilr:.t r:chJe:ﬂzm Drive
Run As ) | = pp Engine Backend...
T=r R .f_-‘-, Generate Cloud Endpoint Client Library
Compare With R .':_-'-, Deploy to App Engine
Restore from Local History... ‘Web Toolkit Settings...

s Configure ] [( completed successtully

. = G, L

Figure 35. Check Google App Settings

=>» You will have the following screen. In the Application ID enter securitytoolbox, this is the web
site to try it. For this, we need to give you access rights in case you are collaborating on this
project.

=>» Otherwise, you can create your own hostname. Please follow the documentation to deploy you
app engine with Google®.

=> Click OK

3 https://developers.google.com/eclipse/docs/appendine _deploy



https://developers.google.com/eclipse/docs/appengine_deploy

R S e R

| App Engine Ao ow i
| © Resource
Builders [#] Use Google App Engine
4 Google App Engine SDK
i App Engine @ Use default SDK (appengine-java-sdk-1.9.0 - 1.9.0) Configure SDKs...
Web Application ~ -
Web Toolkit () Use specific SDK: | appengine-java-sdk-1.9.0 - 1.9.0
Java Build Path
& Java Code Style Deployment
1> Java Compiler Application ID:IsecuritytooIbox I My applications...
- Java Editor Version: 1 Existing versions...
Javadeoc Location
Project Facets Datastore
Project References ["] Enable local HRD support Run Configurations...

Refactoring Hist
HU:IDZ;:g S;tti:gs Use Datanucleus JDO/IPA to access the datastore

Targeted Runtimes Datanucleus JDO/IPA version:

i Task Repository
Google Cloud SQL

Task Tags
1> Validation [C] Enable Google Cloud SQL My instances...
WikiText
i ¥Doclet Development SQL instance (used by local development server)
(@ Use MySQL instance Configure...
Use Google Cloud SQL instance Configure..,
App Engine 5QL instance Configure...

@ oK Cancel

Figure 36. Indicate the name of the application where it will be deployed on the Web

Then right click on M3 again:

=> Select Google
=> Select Deploy to App Engine



® o i

C. I

|‘39

Mew

GoInto

Show In

Copy
Copy Qualified Mame

Paste

Delete

Remove from Context
Build Path

Refactor

Import...
Export...

Refresh
Close Project
Close Unrelated Projects

Validate

Show in Remote Systems view
Profile As

Debug As

Run As

Teamn

Compare With

Alt+5Shift+W ¥

Ctrl+C

Ctrl+V

Delete

Ctrl+ Alt+Shift+Down
[
Alt+5Shift+T »

F5

3

Projectjava &3

ckage eurecom.search.knowledge;
port java.util.Arraylist;

port com.hp.hpl.jena.rdf.model.Model;
port com.hp.hpl.jena.rdf.model.ModelFacton

port eurecom.common.util.ReadFile;
port eurecom.common.util.var;

port eurecom.common.util.WsUtils;
port eurecom.generic.m2mapplication.M2MApy

T

oy to App Engine
Cloning 438 application files.

4% Deploy to App Engine

'é Profile Using Speed Tracer

i@ GWT Compile

@ Add Google APL...

# Import Google Hosted Project..
Update Apps Script project frem Drive

4% Generate App Engine Backend...

i Generate Cloud Endpoint Client Library

Web Toolkit Settings...

App Engine Settings...

Figure 37. Deploy the M3 project on the web



Deploy
(i) Ready to deploy application 'securitytoolbox’, version 1

Project: mi Browse...

Select the frontend and backends to deploy:
Frontend

Learn maore

Launch app in browser after successful deploy

App Engine project settings...

To deploy on a Java 7 runtime, change the JDK compliance level to 1.7. More info here.

I Deploy [ Cancel ]
—

Figure 38. Confirm that you deploy the M3 project on the web

@ Preparing to deploy frontend

[ Always run in background

[F‘.un in Ba.ckg.mund.] ’ Cancel ] ’ Details = »

Figure 39. Wait, M3 is deploying on the web



Google will ask you to authenticate, you need to be authenticated on the project.

E Java EE - m3/srcfeu
File Edit Source Ref§

& [ eurecom,
» # eurscom
I [ eurecom
1 i eurecom,
» [ eurecom
4 [ eurecom

b [ eurecom

& eurecom,

i f eurecom

b [ eurecom

I [ eurecom

b = META-INI

logd].proj

» Eh JRE System Li

» E App Engine §
& Eh JUnitd

1 Eh ALL_JAR_MEE

| i8] Sign in to Google Services

Deploying to Google App Engine requires authentication.

o s e

Adresse e-mail

ameliegyrard@gmail.com

Besoin d'aide ?

Tout Google avec un seul compie

IS ;
7 d )
] Coogle o | [E3 sevake
[ Project Explorer 52 = g
7 DLEJenaTest Connectez-vous & votre compte Google. W wf e W T
b 3 fuseki-server owledge -
4P m 7
PR a fString
4 ff# eurecom g E
b ) ReadF String
b [J) Varjad Btring
ERnRUET:

Ing
tring, String, String, .

i
m
1l
-
B3
l
]
a

Mot de passe
b [3] Main,| pa: .
b [ Resulf
rl _m Searcl .l..l..l...l.l.‘
> @ se
b [ Searcl

a.lang.String,j
= non-void type

b

Cancel

o m2 || 24§ Signinto Google...
— N e B — . ) =
04 FR '}T <l B 1517
> H o 02/04/2015

=> Click on the button Accept:

Deploying to Google App Engine requires authentication.

ameliegyrard@gmail.com ~

Google

Les autorisations suivantes sont requises pour-

Google Plugin for Eclipse :

Savoir qui vous &tes sur Google.

Afficher votre adresse e-mail

Gérer votre profil utilisateur et vos projets sur
Google Project Hosting

Consultez et gérez vos fichiers dans Google Drive

Modifiez le comportement de vos scripts Google Apps.

Gérez les données de vos instances de service SQL
Google

Affichez et gérez vos applications déployées sur

m

Cancel

I

gure 41. Accept the authentication on Google App Engine



Check that it works:

|(' (o] Isecuritytoolbox.appspot.com | |

R "’ sl

Making smart diseassins between things

Machine-to-Machine Measurement (M3) is a framework to semantically annotate and easily interpret Internet of Things (loT) data.
M3 enables designing interoperable domain-specific or cross-domain Semantic Web of Things (SWoT) applications.

M3 is composed of the following components:
“2d
« M3

LAWNE UAGE

e Tng
o> swor
< GENERATOR >

!.n"" '.\_x = s&;ﬂ:

G ting SWoT M3 Int ble loT Dat
reene 4 Reusing domain knowledge|interpreting loT data ERaTInIA) L

L : Securing |oT applications
applications & Domain Knowledge

Figure 42. M3 deployed on the web

[. Creating an application on app engine

We can deploy on the semantic-web-of-things.appspot.com web site.
You will have to find another name (check availability button)

€ @& https//appengine.google.com

| Useful | | MewsInfo dataset | | PaperNotAvailabld

SWE | 1 S5N | | Conf = Accueil - Events Project | Job| L0 SW Dev Sensor SWOT | ) Latex

Gox ,S[C app engine | My Account | Help | Sign out

My Applications
150f5

Application Title Storage Scheme Status
linkedopenrules linkedopenrules High Replication MNone Deployed
securitytoolbox securitytoolbox High Replication Running
semantic-web-of-things sensormeasurement High Replication Running
semanticdream semanticdream High Replication MNone Deployed
sensormeasurement sensormeasurement High Replication Running

Create Application 15 of 5
vou have ZU applications remaining.

© 2015 Google | Terms of Senice | Privacy Paolicy | Blog | Discussion Forums | Project | Docs




6 ﬂht‘tr

appengine.google.com/start/createapp

(;O rSlC app engine ameliegyrard@gmail.com | My Account | Help | Sign out

Create an Application

You have 20 applications remaining.

—
Application Identifier:

semantic-web-ofthings .appspot.com Check Availability
All Google account names and certain offensive or trademarked names may not be used as Application Identifiers.
“fou can map this application to your own demain later. Learn more

Application Title:
Semantic Web of Things]|

Isplayed wWnhen users access your applicaton.

Authentication Options (Advanced): Learn more

Google App Engine provides an API for authenticating your users, including Google Accounts, Google Apps |, and OpenlD. If you choose to use this feature for some parts of your site,
you'll need to specify now what type of users can =ign in to your application:

@ QOpen to all Google Accounts users (default)
If wour application uses authentication, anyone with a valid Google Account may sign in.

! Restricted to the following Google Apps domain:

e.g. foo.com

If wour application uses authentication, only members of this Google Apps domain may sign in. If your organization uses Google Apps, use this option to create an application
(e.g. an HR tracking tool) that iz only accessible to accounts on your Google Apps domain. This option cannot be changed once it has been set.

") (Experimental) Open to all users with an OpenlD Provider

If wour application uses authentication, anyone who has an account with an OpenlD Provider may sign in.

ICreateAppIica n I Cancel




[I. Sometimes Issues: Localhost works, but not

the online version

Right Click on the project on Eclipse -> Properties, check the following configuration:

i8] Properties for m3Gui O >
Java Compiler vy o v
EE;ZL;ZE Enable project specific settings Configure Workspace Settings...
Git JDK Compliance
Google [v]Use compliance from execution environment ‘JavaSE-1.7" on the Java Build Path’

Java Build Path
Java Code Style
Java Compiler

Java Editor
Javadoc Location
Project Facets
Project References
Refactoring History
Run/Debug Settings
Server

Targeted Runtimes
Task Repaository
Task Tags
Validation
WikiText

XDoclet

@I

1.7

Use default compliance settings

Error

Error

Classfile Generation
Add variable attributes to generated class files (used by the debugger)
[v] Add line number attributes to generated class files (used by the debugger)
[v] Add source file name to generated class file (used by the debugger)
Preserve unused (never read) local variables

Inline finally blocks (larger class files, but improved performance)

Store information about method parameters (usable via reflection)

Y When selecting 1.7 compliance, make sure to have a compatible JRE installed and
activated (currently 1.8). Configure the ‘Installed JREs' and ‘Execution
Environments', or change the JRE on the Java Build Path'.

Restore Defaults Apply

oK Cancel

Right Click on the project on Eclipse -> Google -> App EngineSettings, check the following configuration:




Eﬂ Properties for m3Gui O ps

type filter text App Engine 7 T
Resource ]
Builders Use Google App Engine
Git App Engine SDK
~ Google (® Use default SDK (App Engine - 1.9.34) Configure SDKs...
App Engine (O Use specific SDK: | App Engine - 1.9.34
Web Application
Web Toolkit Deployment
Java Build Path - , M '
s Code St Project ID: | sensormeasurement My projects
ava Code Style L )
- 1 " ==
Java Compiler Version |:| S
Java Editor Datastore
_LaVédocFLocatlon [ Enable local HRD support Run Configurations...
t t
roject racets | Use Datanucleus to access the datastore
) Use D leus JDO/JPA he d
Project References ]
Refactoring History Datanucleus JDO/JPA version: =
Run/Debug Settings Google Cloud SQL
Targeted Runtimes _
Task Repository [ ] Enable Google Cloud SQL My instances...
Task Tags Development SOL instance (used by local development server)
Validation Use MySQL instance Configure...
WikiText Use Google Cloud SQL instance Configure...
XDoclet
App Engine 5QL instance Configure...

@ Cancel

[II. Error A ngine when lovin

Error when you want to deploy your application on app engine:
Another transaction by user ... is already in progress for this app and major version




E:“workspacesm3> "E:seclipse—jee—-kepler—SRl—win3d2-x86_64“eclipsesplugins“com.goo
gle_appengine.eclipse.sdkbundle_1 .9 _B“appengine—java—sdk-1.? _B“~binsappcfg' rollh
ack war

Heading application configuration data...

Sep 27, 2014 9:23:57 AM com.google.apphosting.utils.config.AppEnginelebimlReader
readAppEngineWebiml

INFO: Successfully processed warsWEB—-INF-appengine—weh.xml

Sep 29, 2014 92:23:57 AM com.google.apphosting.utils.config.AbstractConfigdmlRead

er readConfigdml

INFO: Successfully processed war-WEB—-INF- weh.xml

Sep 27, 2014 9:23:57 AM com.google.apphosting.utils.config.IndexesimlReader read

Conf igEml

INFO: Successfully processed warsWEB-INF-appengine—generated-datastore—indexes—a

uto.xml

Beginning interaction for module default...

B Rolling back the update.

Email: ameliegyrard@gmail.com

Paszword for ameliegyrardPgmail.com:

Success.

Cleaning up temporary files for module default...

E:“workspace m3> "E:seclipse—jee—kepler—SRl—win32-xB86_64d“eclipsespluginsscom.goo
gle.appengine.eclipse.sdkbundle_1 .7 _B“appengine—java—sdk-1.? _8~bin~appcfg"' rollh
ack wa.~ a fg.zh rollback ~home~workspacesvchat - uvar

Part V: Understanding the M3 project

[. M3 framework overview




4 ",_'—‘/J- m3

4 7B osrc
. FB eurecom.common.util
. F3 eurecom.constrained.devices
. B eurecom.data.converter
. 7 eurecom.generic.mZmapplication
. i3 eurecom.m3.junit
. i eurecom.rule.estractor
. i eurecom.search.knowledge
. 78 eurecom.sparql.result
. F3 eurecom.storejdo
. B eurecom.test.evaluation
. i eurecom.test.stuff
. fB eurecom.web.service
- = META-INF

logd).properties

- B JRE Systemn Library [JavaSE-1.7]

. B App Engine 50K [App Engine - 1.9.0]

. =i ALL_JAR_MEEDED

- =4 javaiail
. =, JSON_Android
- = JUnit 4
. = doc
- |= postgresqg|
» = war
e WAR/CSS
e \WAR/dataset
e WAR/html
e WAR/images

e WAR/javascript
e WAR/ont: all ontologies
e WAR/publication
e  WAR/RULES: ruleM3NewType.txt is used in the M3 Converter to add the right sensor,
measurement, unit or domain type
o LinkedOpenRules*.txt: M3 rules implemented according to the Jena syntax compliant
with the Jena reasoned, they are classified by domains (e.g., weather,, environment,
health, Home)
o ruleM3NewType.txt used by the M3 converter to convert SenML* sensor data in RDF m3
sensor data
o  WAR/RULES/OTHER: files are from domain experts and just shared in the ontologie.html
web page
e WAR/SPARQL all SPARQL queries
e WAR/WEB-INF

4 http://www.ietf.org/archive/id/draft-jennings-senml-10.txt



I[I. Libraries (Jars) required

v e Engine SO LA ns Engine.. LA
4 5= m3 ]
a =), ALL_JAR_MEEDED
F ] :5 Erc > @: appengine-api-labs.jar - E\JAR
) EUrecom. common.util > @: appengine-endpeints,jar - ENJAR

3

geocoder-java-0.9.jar - EVJAR

Ak

eurecam.constrained. devices

E)

geonames-1.1.9jar - EVJAR
gson-2.2.4 jar - EVJAR

jdom-1.0jar - EAJAR
jsen-lib-2.4-jdikl5,jar - ENJAR
postgresql-9.2-1002 jdbed. jar - BV AR
rome-1.0 jar - E\JAR

asm-3.3.1jar - EVAR Jersey
jersey-bundle-1.14 jar - ENJAR Jersey

B

eurecom.data.converter

B ENE

eurecom.generic.m2mapplication

ZlE

eurecom.ma3.junit

Bk

eurecam.rule.extractor

EIE

eurecom.search.knowledge

Bt

jersey-client-1.14.jar - EMJAR" e

eurecom.spargl.result

B

jersey-core-114 jar - B\ AR Jers

0

eurecorm.store,jdo ,

E)

jersey-server-114.jar - EN\JAR Jersey

At

persistence-api-1.0.2 jar - E\JAR Jersey

commons-codec-1.6.jar - E\JAR\apache-jena-2.11.1\apache-jena-2.11.1\ib
httpclient-4.2.3.jar - E\AR\apache-jena-2.11.1%apache-jena-2.11.1%lib
httpcore-4.2.2.jar - E\JAR\apache-jena-211.1\apache-jena-2.11.1\lib
jel-over-sifdj-1.6.4.jar - E\JAR\apache-jena-2.111\apache-jena-211.1\lib

E)

eurecam.test.evaluation

ED 0

eurecom,test.stuff ,

NENE

SRR eSS

: 8 eurecom.web.service
. (= META-INF :
logd|.properties
» B4 JRE Systern Library [JavaSE-1.7]
B4, App Engine 30K [4pp Engine - 1.9.0]
. = ALL_JAR_MEEDED

SENE

jena-arg-2.11.1.jar - E\JAR\apache-jena-2.11 1\apache-jena-211.1\lib
jena-core-211.1 jar - EMJAR\apache-jena-211.1\apache-jena-2.11.1\ib

EE

jena-iri-1.0.1,jar - EM\JAR\apache-jena-2.11 1\apache-jena-2.11.1%lib

J[H

jena-sdb-14.1 jar - E:\JAR\apache-jena-2.11.1\apache-jena-2.11.1\lib
jena-tdb-1.01.jar - E\JAR\apache-jena-2.111\apache-jena-211.1\ib
logdj-1.2.16.jar - E\JAR\apache-jena-211.1\apache-jena-2.11.1\ib

sifdj-api-1.64.jar - E\JAR\apache-jena-2.111\apache-jena-2.11.1\lib

NEIEIE

B, javaMail > & stfdj-logdjl2-1.6.4 jar - E\JAR\apache-jena-2.111\apache-jena-211.1lib
> Bk JSON_Andraid B wrapi 1400 EVAR\apocne o s 1 apaene enn s HL D
- = JUnit 4 P mEDEInED

» = doc

» [= postgresgl

== war

To run the M3 project, you will need the following libraries:

e JRE System library, should be the Java 1.7
e App engine SDK [App engine - 1.9.0] used to host our project online.
e ALL_JAR_NEEDED is comprised of

o Jersey 1.14 to develop RESTful web services in JAVA. These web services are then called
in HTML web pages through AJAX and Javascript.

o Jena2.11, a framework uses to build semantic web applications. In the M3 project,
more specifically, semantic web of things applications. We use the jena reasoner, the
spargl engine, etc.

o Geonames® used in the restaurant scenario. From a location (longitude and latitude), we
can get additional information such as city, country, etc.

e javaMail to send emails, used for the LOV4loT tool
e JSON_Android used to convert sensor data, semantically annotate them and return it in JSON
e JUnit4 to develop java unit tests

5 http://www.geonames.org/




I11.

Descriptions of packages

The M3 project is comprised of 12 packages:

eurecom.common.util: some useful functions such as read a file, query a web service, etc.
eurecom.constrained.devices: code tested to adapt the M3 framework to Android powered
devices. For instance, we used JSON instead of XML, etc.

eurecom.data.converter: to semantically annotate SenML data with the M3 nomenclature
eurecom.generic.m2mapplication: to try to find a way to develop generic applications using the
same reasoning process.

eurecom.m3.junit: some Junit tests to test the M3 framework. Otherwise, the M3 framework
has been tested manually with demos.

eurecom.rule.extractor (work in progress): some tests to extract rules from the ontology
catalogue called LOV4IoT.

eurecom.search.knowledge: used to look for all projects using a specific sensor
eurecom.sparql.result: to execute the SPARQL query and get the results in different formats.
eurecom.store.jdo: to store data in the Google datastore

eurecom.test.evaluation: used to evaluate the software performances

eurecom.test.stuff: to test new technologies, new tools to integrate, etc.
eurecom.web.service: all web services implemented in the M3 framework

. 48 eurecom.common,util

. 4B eurecom.constrained.devices
8 eurecom.data.converter

» 48 eurecom.generic.mZmapplication
. 48 eurecom.m3.junit

> :-E eurecom.rule.extractor

. 4B eurecom.search.knowledge

» 48 eurecom.spargl.result

. 48 eurecom.store.jdo

8 eurecom.test.evaluation
. 4B eurecom.test.stuff
» 48 eurecom.web.service

logd).properties
> =3 JRE System Library [JavaSE-1.7]
. B, App Engine SDK [App Engine - 1.9.0]
- B ALL_JAR_MEEDED
- B javaMail
- By J5OM_Android
- B JUnit 4
. = doc
» [~ postgresg|
s == war




1. eurecom.common.util

Var.java: Java class where all the static variable are set. Add to this there are sorted by what they are

used for. Furthermore, all the URL are saved here.

WSUtils.java: Class behaviour to read ontology, data measurement, and SPARQL results. Moreover it

implements the behaviour to execute a web service remotely. This class contains noticeable and useful

functions:

¢ convertXmlToJson(<string>) and convertlsonToXml(<string>) : do like their name, before to use this
object there is a pre-processing, the JSON (or the Xml) have to be send to the function in a String
type.

¢ queryWebService(<string> url, enum) : execute remotely a web service, the first argument is the
URL of the web service, the second is an enumeration (JSON or Xml), it depends if you want to use
an Xml or JSON web service. Return the result of the request (<string>)

¢ readXMLFile(<string> filename) : read an xml file and transform the data in to RDF data, return the
data object of type Measurements (see package eurecom.data.convert).

e readFile(optional <model> (from jena library), <string> filename) : if model is send to the function,
read ontologies otherwise read a file).

2. eurecom.constrained.devices

To query sensor data provided by the raspberry pi

Java-json.jar used in eurecom.constrained.devices package
java json android parser for sensor data provided by the raspberry pi

3. eurecom.data.converter

e Domain.java: Class which transforms XML data to RDF data. Have a public ArrayList containing
the measurements, getter and setter of the nameZone.

e ConvertSensorDataToM3.java: Behaviour of the conversion of java object (Measurements) into
RDF data and of the other way. Can create also some instance object into RDF (type of object:
Measurement, FeatureOflnterest, and Sensor).

e Measurement.java && Measurements.java: Objects measurements, describe the object that is
used to transform Xml data into RDF data. Mostly composed by variables and their
getter/setter.

e Note: A Domain has an ArrayList of Measurements (with an S) and Measurements has an
ArraylList of Measurement. Where Measurement is just a data (30 °C for instance),
Measurements is a bunch of data (all the data from one sensors) and FeatureOfinterest could be
the domain (Temperature).

4. eurecom.generic.m2mapplication

Coordinates.java: Object to describe a coordinate on earth. Composed by a longitude and a latitude.
LOVClient.java: One function executeSparql(<string> spargl) return InputStream.
VariableSpargl.java: Object that describe variable used in a spargl request.




M2MAppGeneric.java: Main behaviour of the application. Can load the dataset of the ontologies provide

by the application. Execute the SPARQL queries and linked open rules.

Main function implemented:

¢ |oad<ontologyName>Dataset(): add the ontology in the model. There is one load for each kind of
ontology.

¢ executelinkedOpenRulesAndSparqlQuery(<string> SparqlQueri, ArrayList of variables of the query):
prepare and call the function that can execute the SPARQL query.

M2MAppResto.java / M2MAppNaturopathy.java / M2MAppRecipe.java / M2MAppStac.java: These are
an extension of M2MAppGeneric which have the same behaviour but with additional specific function
that execute almost implemented SPARQL queries. A future goal is to make a real generic class which
will make these classes depreciated.

Place.java: Same as Coordinates, object that describe a place in the world. However there is no getter or
setter.

WIlboxApi.java: Class that allows to get the hierarchy classes of a certain model. Could be depreciated.

5. eurecom.spargl.result

ExecuteSparglGeneric.java: Java class that implements all type of SPARQL queries (delete or find some
labels, replace/update). Concerning queries, you can specify (using a function) how to store the value of
the query.

ExecuteSparql.java: Same as ExecuteSparqlGeneric.java but it uses to define one and only one SPARQL
request, the object define must not execute other SPARQL request.

ExecuteSparglHealth.java / ExecuteSparqlRecipe.java / ExecuteSparqlRestaurant.java /
ExecuteSparglRecipeNaturopathy.java: Implement the SPARQL request function associated to an
ontology, should be deleted and use a more generic function in ExecuteSparglGeneric.java instead.
SparglResultGeneric.java, SparqlResultRecipe.java, SparqglResultRecipeNaturopathy.java,
SparglResultRestaurant.java: Describe the object result of a query, composed of variables, getters and
setters.

VariableSparql.java: Object that describe variable used in a SPARQL request.

6. eurecom.store.jdo

Generic)DO: This class manipulates the measurements object get, create or delete it.
Util.java: Composed of useful function to manipulate entities and especially to get JSON strings.

JDO Java Data object, datastore compatible with google to store data (e.g., M3 rdf sensor data)

7. eurecom.search.knowledge

The code is used in this web page® through web services.

According to a specific sensor given in the drop-down list, we can retrieve all projects using this sensor.

5 http://www.sensormeasurement.appspot.com/?p=swot_template



(- www.sensormeasurement.appspot.com/?p=swot_template

Sensors used in your application?

Choose a sensor (e.g., precipitation sensor) | Wind Direction Sensor H

Projects using this sensor too:

+ Domain: Weather Forecasting, Meterology
Project: [Paul Staroch 2013]. See LOV4IoT for more details., Master's Thesis: A weather ontology for predictive control in smart homes.
2013
Ontology url: http://paul.staroch.name/thesis/SmartHomeWeather.owl

+ Domain: Smart Home/Building Automation
Project: [Paul Staroch 2013]. See LOV4IoT for more details., Master's Thesis: A weather ontology for predictive control in smart homes.
2013
Ontology url: http://paul.staroch.name/thesis/SmartHomeWeather.owl

8. eurecom.web.service

All the classes here are Web Services. There is one class for each type of ontology. Before every method,
there are some important parameters:
e  @GET: Indicate the kind of protocol used (here is Get by opposition of POST for instance).
e  @Path(“String”): This is the URL where the method is called. This URL is relative.
e @Consumes(MediaType): What kind of string this method takes.
e @Produces(MediaType): What kind of string this methods produces (It is often a JSON string or
Xml).




[V. The WAR directory

The WAR directory to build web applications.

w2 css
» = dataset
» = documentation
= html
> = images
> = javascript
» = M3loTApplicationTemplate
» = ont
> = publication
> [= RULES
» = SPARQL
s = WEB-INF
|%] catalog-v001.xml
|| favicon.ico
index.htrml
= m3
[=| MASO
|| naturcpathy
|=| naturopathy-dataset
readme.tet
|= securityAlgorithms
|= securityMain
|=| stac
|=| stac-dataset
versions.bet




= m3
£ MASO At the beginning of the project, we had the following
2| naturopathy ontologies and datasets directly in the WAR file. We
|Z| naturopathy-dataset keep these ontologies and datasets since they have
£ readmetst been referenced in research articles. We do not remove
2| securityAlgorithms them to avoid ‘error 404: page not found’.
2| securityMain But now, all modifications of ontologies and datasets are in the
= stac corresponding directory.
|=| stac-dataset Lo ﬁ
‘ TO DO: A solution would be to use the PURL tool7
\ to avoid such issues!

1. WAR/CSS

All CSS file for the web application user interface.

2. WAR /dataset

All datasets such as sensor data, sensor data semantically annotated with M3, domain knowledge bases,

etc.

3. WAR/documentation

All documentation to understand the project or use the tools.

4. WAR/html

All HTML web pages used for the user interface.

5. WAR/images

All images used in the projects.

6. WAR /javascript

The HTML web pages will send AJAX queries to web services and get the results.

The result is parsed in JavaScript and displayed on HTML web pages.

7 https://purl.oclc.org/docs/index.html.
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7. WAR /ont

All new ontologies should be in this directory.
. = €55 They are classified by domains.
. [~ dataset
. = documentation Some old ontologies are still in WAR/WEB-
. = html INF/ontologies. The less interesting ones, that
. = images we did not move to the new directory.

. = Javascript
. (= M3loTApplicationTemplate In WAR/ont/m3: you will find the M3
interoperable domain ontologies.

» [~ agriculture
> = city

+ = food

+ = health
= home

» = m3

+ [ resto

» [ security
. [ sensor

+ [ tourism
+ = transport
» [~ weather

8. WAR /publication

All publications related to this thesis to understand better the M3 project. You will find slides, research
articles, participation to standards, etc.

9. WAR/RULES

You will find in this directory all the interoperable rules that we designed.

This is the Sensor-based Linked Open Rules (S-LOR) tool. The SWoT generator has predefined-templates
to build semantic-based loT application. The templates will referenced these pre-defined set of rules
classified by domains.

10. WAR/SPARQL

You will find in this directory all SPARQL queries.




11. WAR/WEB-INF/ontologies

4 [ war
¢ [ css
+ [ dataset
» = documentation
¢ = html
» = images
» [= javascript
» = M3leTApplicationTemplate
» =+ ont
» = publication
» [= RULES
» [= SPARQL
4 [= WEB-INF
» [= appengine-generated
= delete

4 [= ontologies

» [= dlejena

+ = emotionOnto

» = food

. = general

+ [ healthonto

» = location

¢ [~ resto

: = RFID'_Tag

» [ security

+ [ sensor

¢ [ smartHome

s = SWEET

» [ temnperature

¢ [ test

¢ = transportDir

+ [~ vacation-onto

¢ = weatherOnto
full-galen.owl

Why do we have several directeroy related to
ontologies?

Be careful: Ontologies and datasets duplicated
We are agree this is a total mess! Some ontologies
required to be shared online, but if we move all
ontologies and datasets in the same place, we will
have issues with path and namespace already
defined in previous ontologies and referenced in
the LOV4loT dataset!

WAR/ont: we added this directory to host the
ontology that we found online

WEB-INF/ontologies/: old repository with all
ontologies that we found but not necessarily use
them.

Solve this issue with PURL®
or URL redirection?

If if we migrate the
ontologies in the other
directory, we will have error
page not found in some web

pages.
TO DO: delete WEB-INF/ ontology and merge it
with WAR/ontologies and WAR/datasets.

BIG ISSUE: change namespaces everywhere
(ontologies, datasets, rules, sparql) to be
accessible online (URI deferencable)

URL already used in publications links.

8 https://purl.oclc.org/docs/index.html




Part VI: Understanding M3 web
services

There is also the documentation to use the web services if required.

Root path web service: http://www.sensormeasurement.appspot.com/

In the package eurecom.web.service, you will find all web services, implemented in Java using the
Jersey® implementation.

I [ eurecom.web.senvice I All web services names ended by
- 1J] ApiJsonWS.java WS in Java class
- 1] LOVAIoTWS,java
- [J] M3lsonWs.java
- 1] M3WS java
. 1J] NaturopathyWs.java
. 1J] RestaurantWs.java
. 1J] STACWS,java
- 1] SWOTWS java
- 1] TourismWS.java
. 1J] TransportWs.java

1. APIJsonWS Java class (deprecated)

The web services provided by this Java class were focused on returning the result in JSON.
After, | found the solution to return the result either as JSON or as XML by adding:

@Produces ({ MediaType.APPLICATION XML, MediaType.APPLICATION JSON })
public static Response nameFunction( @QueryParam(value = "format") String format) {
if (format.equals("xml"™)) {
resultSpargl = reg.getSelectResultAsXML (var)s;
}
else if (format.equals("json")) {
resultSparql = reqg.getSelectResultAsJson(var);
}
return Response
// Set the status and Put your entity here.
.ok(resultSparqgl)
// Add the Content-Type header to tell Jersey which format it should marshall the entity into.
.header (HttpHeaders.CONTENT_TYPE, "json".equals(format) ? MediaType.APPLICATION_JSON : MediaType.APPLICATION_XML)
Lbuild() s

Figure 43. Code example to return the result either as JSON or XML

2. LOV41oTWS Java class

All web services related to the Linked Open Vocabularies for Internet of Things (LOV4loT) dataset!! to

automatically count the number of ontologies in this dataset (e.g., by domains, by ontology status, etc.):

% http://www.sensormeasurement.appspot.com/documentation/M3APIDocumentation.pdf
10 https://jersey.java.net/
1 http://www.sensormeasurement.appspot.com/?p=ontologies



e |ov4iot/totalOnto/ which executes a SPARQL query to count the total number of ontology-based
project referenced in the LOV4loT RDF dataset.
E.g., http://sensormeasurement.appspot.com/lov4iot/totalOnto/

e /lovdiot/ontoStatus/{status} which executes a SPARQL query to count the different status of

ontologies
o Status can be: Online, Confidential, OngoingProcessOnline, WaitForAnswer, Online,

OnlineLOV, AlreadyLOV
E.g., http://sensormeasurement.appspot.com/lov4iot/ontoStatus/?status=0nline
e /lovdiot/nbOntoDomain/{domain} which executes a SPARQL query to count the different

ontologies in all domains
o Domain can be: BuildingAutomation, Weather, Emotion, Agriculture, Health, Tourism,
Transportation, City, EnergyFOIl, Environment, TrackingFood, Activity, Fire, TrackingCD,
TrackingDVD, SensorNetworks, 10T, Security

E.g.,

http://sensormeasurement.appspot.com/lovdiot/nbOntoDomain/?domain=BuildingAutomation

e /lovdiot/sendEmail/{recipient,paper} which sends email to encourage people to share their
domain knowledge (ontologies, datasets, and rules)

Linked Open Vocabularies for Internet of Things (LOV4loT)

LO4IoT web service:

Jlovdiot/totalOnto/ Reusing domain knowledge expertise
Before to reinve Qeel. maybe you can reuse the following existing ontologies with minor modifications
We have referenced in this web m pntology-based projects relevant for loT. These domain ontologies, although very interesting, are

not referenced on the Linked O'\en Vocabularies ( LOV /) since the uemam Web bns practices are not follow ed

[ - A ~_ 2 & & mrsnnnv
SELL GG e - B R
LO4IoT web service: -

/lov4iot/nbOntoDomain/ .Nb nto @Nb onto: 8 Nb onto 10 Nb onto 30 Nb onto 28 Nb onto: 17| [Nb onto 14Nb onto: 3 |Nb onto: 17|

: ? aaool B2 L% & ; = OTHER
N o E

-0

INb onto: 52|Nb onto: 29|Nb onto: 6 |Nb onto: 6 |Nb onto: 8 |Nb onto: 7 |Nb onto: 27|
Ontologies have been colored as following

| ‘e are waiting the
are published Ontology published online and

response from the
online thejonline but the Semantic |referenced by LOV since
Sauthors if they can

LOA4loT web service:
/lovdiot/ontoStatus/

Sipublish the ontology (ongoing pes cedoai MG e | ke
) not followed. are adopted! :-)))
jonline
INb onto 113 [Nb onto 24 [Nb onto 87 [Nb onto 13 [Nb onto 7

Figure 44. LOV4loT web services



http://sensormeasurement.appspot.com/lov4iot/totalOnto/
http://sensormeasurement.appspot.com/lov4iot/ontoStatus/?status=Online
http://sensormeasurement.appspot.com/lov4iot/nbOntoDomain/?domain=BuildingAutomation

@GET
@Path(™
@Produc
public

/totalOnto/™)
es(MediaType.APPLICATION XML)
Response getTotalNumberOntolegy() {

//load the LOV4IoT dataset into the model

Model model = ModelFactory.cregteDefaulttodel ();
ReadFile.enrichienaModelOntologyDataset(model, Var.LOV4IOT DATASET PATH);
M2MAppGeneric m2mappli = new M2MAppGeneric(model);

//SPARQL query
ExecuteSpargl sparglQuery = new ExecuteSparql(model, Var.ROOT_SPARQL LOV4IoT + “"countTotalOntoclogy.sparql™);

//no variable replace in the SPARQL query
ArrayList<VariableSparql> var = new Arraylist<VariableSparql>();

String resultSparqlsenml = sparqlQuery.getSelectResultAsXML(var);

return Response.status(288).entity(resultSparqlsenml).build();

Figure 45. Example of the lov4iot/totalOnto: web service

3. M3]sonWS (deprecated)

The web services provided by this Java class were focused on returning the result in JSON.
After, | found the solution to return the result either as JSON or as XML by adding:

These web services enable to query the M3 ontology to get:

e Get all M3 sensors (/json/m3/sensor)
e Get all M3 domains (/json/m3/featureOfinterest)
e Get all M3 measurement type (/json/m3/measurement)

4, M3WS

All web services related to the M3 nomenclature implemented in the ontology.
Support new web services handling both XML and JSON format.
Should replace M3JsonWS and APlJsonWS Java classes:

e To semantically annotate sensor, loT, M2M data (/m3/convert)

e Get all M3 sensors (/m3/subclassOf/sensor). This web service replaced M3JsonWS.

e Get all M3 domains (/m3/subclassOf/featureOfinterest). This web service replaced M3JsonWS.
[ ]

Get all M3 measurement type (/m3/subclassOf/measurement). This web service replaced
M3JsonWS.

All web services related to the SWoT generator'?:

e To look for templates (/m3/searchTemplate)
e To get the template (/m3/generateTemplate)
e To replace variables in the SPARQL query (/m3/getSparqlQuery)

12 http://www.sensormeasurement.appspot.com/?p=m3api
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;'G;:;ilé“;Semantic Web of Things (SWoT) Generator

i egat

The SWoT generator enables designing SWoT applications to interpret loT data.
STEP 1: Search M3 Template => call web service: (/m3/subclassOf/Sensor)

1. Choose a sensor (e.g., Light/llluminance Sensor}l Wind Direction Sensor 'I

2. Choose the domain where is deployed your sensor (e.g., Weather) || Agriculture, Smart farm M

3. | search loT Application Template | => call web service: (/m3/searchTemplate) => call web service:

(/m3/subclassOf/FeatureOfinterest)
STEP 2: Choose M3 Template

* Choose an application template: E|

STEP 3: Download M3 template
. => call web service: (/m3/generateTemplate)

Figure 46. M3 web services used in the SWOT generator

5. NaturopathyWS

All web services used for the restaurant scenario®3:

e Suggest home remedies according to the body temperature (/naturopathy/sick)
e Deducing mood according to the external luminosity (/naturopathy/emotion_luminosity/)
e Suggesting food according to the outside temperature
(/naturopathy/seasonTemperatureFoodRecipe/)
e Deducing mood or diseases from:
o heart beat (/naturopathy/emotion_disease/HeartBeat)
o skin conductance (/naturopathy/emotion_disease/SkinConductance)
o blood pressure (/naturopathy/emotion_disease/BloodPressure)
e See the comments in the Java class for more web services

13 http://www.sensormeasurement.appspot.com/?p=naturopathy



€ v sensermeasurement.appspot.com/Tp=naturopathy

Scenario Naturopathy: Suggest ingredients or recipes
according to the weather, diseases, diets and emotions

Suggesting home remedies according to body temperature

. This scenario is based on: M3 RDF health data
. M2M Aggregation Gateway (Convert Health Measurements into Semantic Data):  Convert heaith measurements
. We deduce that the temperature corresponds to the body temperature.
. We deduce that the person is sick.
. We propose all fruits/vegetables according to this disease.
=> call web service

. M2M Application: Temperature => Cold => Food: (Wait 10 seconds!) m /naturopathy/sick

Figure 47. Naturopathy web services used in the naturopathy scenario

[ T S L I R

6. RestaurantWs

All web services used for the restaurant scenario®.
See Java Class comments.
This scenario does not work exactly in the same way that last scenarios (naturopathy, transport,

tourism). It was our second scenario who helps us to design the semantic engine, to reuse the domain
knowledge, etc.

7. STACWS

All web services used for security application?®, called STAC (Security Toolbox: Attacks &
Countermeasures):

e Get all technologies referenced in the STAC dataset (stac/subclassOf/Technology)

e Get all attacks related to a specific technology (e.g., stac/attack/SensorTechnology)
e Get all features related to a specific security mechanism (e.g., stac/hasFeature/SSH)

14 http://www.sensormeasurement.appspot.com/?p=restaurant
15 http://www.sensormeasurement.appspot.com/?p=stac



e Get all security mechanisms related to a specific technology (e.g.,
stac/techno/SensorTechnology)
e See Java class for all web services and their comments

The name of the technology should be referenced in the STAC ontology®®!

(- uw.sensormeasurement.appspot.com/ 7p=stac
| semantc Web orTings W ramevork—_ Scenaros - Publcators __ Securty - Convbutng oMs__ Aboutus _Memento~ |
STAC (Security Toolbox: Attack & Countermeasure)

Technologies used in your application?

|'| => call web service:

iFi S Technol
1. Choose a technology (e.g., WiFi Technology)l ensor Technology /stac/subclassOf/Technology

2. Aftacks related to this technology: | Seleciive Fomarding |-]=> call web service:

3. Wait (10 seconds!) [stac/attack/SensorTechnology

4. Atooltip is displayed for more information about a specific security mechanisml MiniSec |'|

5. Click on a security mechanism (e.g., WPA2): => call web service:

6. Advantages and weaknesses are displayed (Feature): [-]  /stac/techno/SensorTechnology
7. Security properties satisfied are displayed: Data Freshness, Replay Prot E|

Figure 48. STAC web services

8. SWOTWS

e Web service for the M3 converter (/swot/convert_senml_to_rdf)
e Web service to get all rules associated to a specific sensor (/swot/convert_senml_to_rdf)

€ www sensormeasurement.appspot.com/fp=senml_converter

M3 Converter (SenML to RDF)
Copy/paste your SenML/XML data

Copy/paste your SenML/XML sensor data here (need to be surrounded by zone balise):

-

<zone name="health"-
=senml
bn="urn:pody-uuid-c68ad78b- |z

09eb-4303-

ae3c-d5d23149ee96"> A _ .

<e n="blood pressure” t="0" | senMLXML to RDF Converter | => call web service:

u="Pa" v="56"></e> /swot/convert_senml_to_rdf
<e n="cholesterol" t="0"

u="g/L" v="5"></e>

<e n="heartbeat" t="0" L

u="peet/m" v="155"=</e>

Figure 49. Web service to convert senML data to RDF according to the M3 nomenclature

16 securitytoolbox.appspot.com/stac#



(_- \www sensormeasurement.appspot.com, 7p=swot_template
| Semaniic web of Things w3 framenork~ Scenarios ~  Pubieaions  Securty - Coniribuing foM3__ Aboutus  Memenfo~ |
Sensor-based Linked Open Rules (S-LOR)

Sensors used in your application? => /m3/subclassOf/?namecClass=Sensor&format=xml

Choose a sensor (e.g.. precipitation sensor)| Wind Direction Sensor -1

Rules using this sensor:  => /swot/rule/WindDirectionSensor
* Rule: WestWind, IF m3:WindDirection greaterThan 225 m3:DegreeAngle AND lessThan 315 m3:DegresAngle THEN WestWind
Linked Open Rules URL: http://sensormeasurement.appspot.com/RULES/LinkedOpenRulesWeather.txt
* Rule: SouthWind, IF m3:WindDirection greaterThan 135 m3:DegreeAngle AND lessThan 225 m3:DegreeAngle THEN SouthWind
Linked Open Rules URL: http://fsensormeasurement.appspot.com/RULES/LinkedOpenRulesWeather.txt
* Rule: EastWind, IF m3:WindDirection greaterThan 45 m3:DegreeAngle AND lessThan 135 m3:DegreeAngle THEN EastWind
Linked Open Rules URL: http://sensormeasurement.appspot.com/RULES/LinkedOpenRules\Weather.txt
* Rule: NorthWind, IF m3:WindDirection (greaterThan 0 m3:DegreeAngle AND lessThan 45 m3:DegreeAngle) OR (greaterThan 315
m3:DegreeAngle AND lessThan 360 m3:DegreeAngle) THEN NorthWind
Linked Open Rules URL: hitp://sensormeasurement.appspot.com/RULES/LinkedOpenRules\Weather.txt

Figure 50. Web service to get rules related to a specific sensor

This Java class should be merged with M3WS in future versions or create new
Java file SLORSW and M3ConverterWS and then update the user interface in
HTML and JavaScript.

9. TourismWS

All web services used for the tourism scenario'’:

e tourism/clothes_weather/{nameMeasurement}: to suggest activities according to weather

measurements

e tourism/activity_weather/{nameMeasurement}: to suggest activities according to weather
measurements

e /tourism/snowGarment/: to deduce snow, a more scenario involving two sensors at the same
time

nameMeasurement is described in the M3 nomenclature®®, For instance, it can be WeatherLumininosity,
Precipitation, WeatherTemperature

See comments in the Java Class

17 http://www.sensormeasurement.appspot.com/?p=tourism
18 http://www.sensormeasurement.appspot.com/documentation/NomenclatureSensorData.pdf



€ Wi sensormeasurement.appspot.com/7p=tourism
Tourism (Weather & Emotion & Activity & Transport)

Suggesting activities according to the weather

. This scenario is based on: M3 RDF sensor data
. We deduce the weather outside.

We propose activities according to the weather.
M2M Application (Temperature => weather => Activity): = Activity & Temperature
M2M Application (Luminosity => weather => Activity):  Activity & Luminosity
M2M Application (Precipitation => weather => Activity):l Activity & Precipitation |
M2M Application (Wind speed => weather => Activity): Activity & Wind Speed

=> ftourism/activity_weather/Precipitation

I I A

Figure 51. Tourism web services

10. TransportWsS

All web services used for the transportation scenario®:

e tourism/safety_device_weather/{nameMeasurement}: to suggest safety devices in the smart
car according to weather measurements

e /tourism/snow/: to deduce snow, a more scenario involving two sensors at the same time

nameMeasurement is described in the M3 nomenclature®. For instance, it can be WeatherLumininosity,
Precipitation, WeatherTemperature

See comments in the Java Class

(- wwnw.sensormeasurement.appspot.com/7p=transport
|~ Sementc Web orTngs VS ramework-— Soeraros ~—Publeatons — Securty < Gonrbulg foWS — About s Wemenio- |
Transport (Weather & Safety devices & Driver's state)

Suggesting safety devices in the smart car according to the weather

. This scenario is based on: M3 RDF sensor data

. We deduce the weather outside.

. We propose safety devices according to the weather. = [transport/safety_device_weather/WeatherLuminosity
. M2M Application (Temperature => weather => Safety devices): safety devices & Temperature

. M2M Application (Luminosity == weather => Safety devices): | Safety devices & Luminosity |

6. M2M Application (Precipitation => weather => Safety devices): safety devices & Precipitation

[ I R o

+ Name=Iluminosity, Value = 5000.0, Unit=Ix, InferType = Weather Luminosity, Deduce = Cloudy
* Name=luminosity, Value = 50000.0, Unit=Ix, InferType = Weather Luminosity, Deduce = Sunny, Suggest= Switch on the sun visor

Figure 52. Transport web services

1% http://www.sensormeasurement.appspot.com/?p=transport
20 http://www.sensormeasurement.appspot.com/documentation/NomenclatureSensorData.pdf



11. Design a new web service

To design a new web service, take inspiration from all of these web services.

Part VII : Adding a new SWoT template

Add a new template in the template dataset?!:

e M3 is the prefix of the ontology.

e <m3:hasM2MDevice rdf:resource="&m3;LightSensor"/> means that the template is related to
the light sensor which is already referenced in the M3 ontology

e <m3:hasContext rdf:resource="&m3;Weather"/> means that the template is related to the
weather domain.

e <m3:hasUrlOntology rdf:resource="&weather;"/> the URL of the domain ontology required to
build the Semantic Web of Things (SWoT) application

e <m3:hasUrlDataset rdf:resource="&transport-dataset;"/> the URL of the domain dataset
required to build the Semantic Web of Things (SWoT) application

e <m3:hasUrlSparql rdf:resource="&spargl;m3SparqlGeneric.spargl"/> The URL of the SPARQL
query

e <m3:hasSparglVariableinferTypeUri rdf:resource="&m3;WeatherLuminosity"/> to replace
variable in generic sparql queries (optionnal)

e <m3:hasSparglVariabletypeRecommendedUri rdf:resource="&transport;SafetyDevice"/> to
replace variable in generic spargl queries (optionnal)

e <m3:hasUrlRule rdf:resource="&lorWeather;"/> the URL of the Linked Open Rules dataset to
get high level abstractions

e <m3:hasUrlRule rdf:resource="&ruleM3Converter;"/>the URL of the rule dataset to semantically
annotate loT data according to the M3 nomenclature and M3 ontology.

<m3:MZMApplication rdf:about="&m3;WeatherTransportationSafetyDeviceLight">
<m3:hasContext rdf:resource="&m3;Weather"/>
<m3:hasContext rdf:resource="&m3;Transportation"/>
<rdfs:label zml:lang="en">Luminosity, Transportation and Safety Device</rdfs:label>
<rdfs:comment xml:lang="en">IoT application to suggest safety devices according to the luminosity
<m3:hasM2MDevice rdf:resource="&m3;LightSensor"/> </rdfs:comment>
<m3:hasUrlOntology rdf:resource="&m3;"/>
<m3:hasUrlOntology rdf:resource="&weather;"/>
<m3:hasUrlDataset rdf:resource="&weather-dataset:"/>
<m3:hasUrlOntoleogy rdf:resource="&transport;"/>
<m3:hasUrlDataset rdf:resource="&transport-dataset;"/>
<m3:hasUrlSpargl rdf:resource="&spargl:;m35parglGeneric.spargl”/>
<m3:hasSparglVariableinferTypeUri rdf:resource="&m3;WeatherLuminosity"/>
<m3:hasSparglVariabletypeRecommendedUri rdf:resource="&transport;SafetyDevice"/>
<m3:hasUrlRule rdf:resource="&lorWeather;"/>
<m3:hasUrlRule rdf:resource="&ruleM3Converter;"/>
</m3:M2MApplication>

Figure 53. A SWoT template

21 www.sensormeasurement.appspot.com/dataset/iot-application-template-dataset



Part VIII : Adding a new ontology in
LOV4IoT

In the future, we will automatically build the HTML web page according to the
LOV4loT RDF dataset. This work is ongoing. Currently, we have to update the
HTML web page and the RDF dataset when we want to reference a new onology-
based project.

1. HTML web page

Go to m3/WAR/html/lov4iot.hml
Look for the table related to the domain, add a new line with all columns required.

2.LOV4IoT RDF dataset

In the LOV4IoT RDF dataset??, add a new ontology-based project.

22 http://www.sensormeasurement.appspot.com/dataset/lov4iot-dataset



<m3:M2MApplication rdf:about="PaulStaroch">
<m3:hasContext rdf:resocurce="&m3;Weather"/>
<m3:hasContext rdf:resource="&m3;BuildingAutomation"/>
<rdfs:label xml:lang="en">[Paul Staroch 2013]. See LOVAIoT for more details.</rdfs:label>
<rdfs:comment xml:lang="en">Master's Thesis: A weather ontology for predictive control
<m3:hasMZ2MDevice rdf:resource="&m3;Thermometer"/> in smart homes. 2013</rdfs:comment>
<m3:hasM2MDevice rdf:resource="&m3;PrecipitationSensor"/>
<m3:hasMZMDevice rdf:resource="&m3;HumiditySensor"/>
<m3:hasM2MDevice rdf:resource="&m3;AtmosphericPressureSensor"/>
<m3:hasMZMDevice rdf:resource="&m3;SolarRadiationSensor”/>
<m3:hasM2MDevice rdf:resource="&m3;WindDirectionSensor"/>
<m3:hasMZMDevice rdf:resource="&m3;WindSpeedSensor"/>
<m3:hasMZMDevice rdf:resource="&m3;SunPositionDirectionSensor"/>
<m3:hasM2MDevice rdf:resource="&m3;SunPositionElevationSensor"/>
<m3:hasMZMDevice rdf:resource="&m3;CloudCoverSensor"/>
<m3:hasUrlOntology rdf:resource="http://paul.staroch.name/thesis/SmartHomeWeather.owl" />
<m3:hasUrlRule rdf:resource="http://paul.staroch.name/thesis/SmartHomeWeather.owl"/>
<lov4iot:hasOntologyStatus rdf:resource="&lov4iot:OnlinelOV"/>
<dcterms:creator>
<foaf:iPerson rdf:about="mailto:paul@staroch.name">
<foaf:name>Paul Staroch</foaf:name>
</foaf:Person>
</dcterms:creator>
</m3:MZ2MApplication>

Figure 54. An ontology-based project referenced in the LOV4loT RDF dataset

Part IX: Understanding the M3
converter

[. Semantically annotate SenML/XML data with
the M3 converter

We stored the semantic sensor data in the Google App Engine Datastore called Java Data Objects (JDO).

When you see this code or params, it means that | use Google datastore:
- Var.KIND_JDO_HEALTH_V2

- Var.KEY_NAME_JDO_HEALTH_V2

- String kindJDO

- String keyNameJDO

In the file ConvertSensorDataToM3.java,

you should delete all variables with the name kindJDO and keyNameJDO.
the data will be stored in a jena model:

Model model = ModelFactory.createDefaultModel();

So you have to replace the params kindJDO and keyNameJDO by the model

public Model convertJavaObjectsToM3(Domain senmis, String kindJDO, String keyNameJDO) throws
IOException{
//[HERE YOU HAVE DATA SEMANTICALLY ANNOTATED



/I Where will be the resulting RDF dataset be saved if | want to perform the conversion on local disk?
infModel.write(System.out);

/lthen you can store your jena model as you want

/I'YOU CAN DELETE THIS

/IGenericJDO.createOrUpdateMeasurementsSaved(kindJDO, keyNameJDO, infModel);
System.out.printin("kindJDO:" + kindJDO + " keyNameJDO:" + keyNameJDO);

return infModel;

}

4 L;ﬁ = m3 [m3 master]

a = arc

- H} eurecom.common,util

. i3 eurecom.constrained.devices:

F] EB = eurecom.data.converter
a [J} = ConvertSensorDataToM3.java
. GE, = ConvertsensorDataTolM3

. [¥} Domain.java
- [J} Measurement.java
Measurements.java

Figure 55. The M3 converter code to semantically annotate SenML/XML data

II. Semantically annotate SenML/JSON data with
the M3 converter

We build another Java package called “eurom.constrained.devices”, since we had to
convertSenML/JSON sensor data.

4 :JE% > m3 [m3 master] -
[~ -._
a = src
» i eurecom.commoen.util
eurecom.constrained.devices

DE, ConvertRaspberrySensorData.jav:

ConvertRaspberrySensorData

- |4 GenerateDomainKnowledgel3.ja
: DE, MainReasonSensorData,java

> DE, ParseSearchloTApplication.java
HE, ParseSearchloTApplicationV2 javi|
I} ReadZipFile java r
. [1\ ResultSensorDataReasonino.iava

Figure 56. The M3 converter code to semantically annotate SenML/JSON data




Part X: Extending STAC

You can either manually update the STAC ontology and dataset or use ontology editor tools such as

Protégé. In this section, we display screenshot of the code.

[. Adding a new technology to the STAC

ontology

STAC ontology: http://securitytoolbox.appspot.com/stac#

To add a new technology to the STAC ontology is simple.
1. You have to add a new class (e.g., BluetoothTechnology), which is a subclass of
stac:Technology (see Figure 57). Then, add the restriction regarding Attack. The
technology is vulnerable to some attacks (e.g., BluetoothAttack) (see Figure 57).

wn

Create a new subclass of stac:Attack (e.g., BluetoothAttack) (see Figure 58).
Create a new subclass of stac:SecurityMechanism (e.9.,

BluetoothSecurityMechanism) and the related restriction (see Figure 59).

<rdfs

<owl:Class rdf:ID="BluetoothTechnology">
<rdfs:
<rdfs:
<rdfs:
<rdfs:

label xml:lang="en">Bluetooth Technology</rdfs:label>

comment xml:lang="en":A protecel for short-range (up to 188 meters) wireless networks.</rdfs:comment:
subClassOf rdf:resource="#Technology"/>

seefAlso rdf:resource="&serviceContext;Bluetooth™/>

rseeflso rdf:iresource="&ct;BluetoothConnectivity™/>
<rdfs:
<owl:Restriction:

subClassof:

<owl:onProperty rdf:resource="#hasVulnerability"/>
<owl:someValuesFrom rdf:resource="#BluetoothAttack™/>

</owl:Restriction:
</rdfs:subClass0of>
<fowl:Class>

Figure 57. Creating a new STAC technology

<owl:Class rdf:ID="BluetoothAttack">

<fowl:Class>

<rdfs:label xml:lang="en">Bluetooth Attack</rdfs:label>
<rdfs:comment xml:lang="en"></rdfs:comment:>
<rdfs:subClassOf rdf:resource="#aAttack"/>
<rdfs:subClassof:
<owl:Restriction>
<owl:onProperty rdf:resocurce="#hassecurityMechanism" />
<owl:someValuesFrom rdf:rescurce="#BluetocothSecurityMechanism™/ >
</owl:Restriction:>
</rdfs:subClass0of:

Figure 58. Creating a new STAC attack



http://securitytoolbox.appspot.com/stac

<owl:Class rdf:ID="BluetoothSecurityMechanism™:
<rdfs:label xml:lang="en">Bluetoocth SecurityMechanism</rdfs:label:
<rdfs:comment xml:lang="en"></rdfs:comment:
<rdfs:subClassof rdf:resource="#S5ecurityMechanism"/>
<rdfs:subClassof:
<owl:Restriction:
<owl:onProperty rdf:resource="#protects"/>»
<owl:someValuesFrom rdf:rescurce="#BluetoothTechnology”/>
<fowl:Restriction»
</rdfs:subClass0f:
<fowl:Class>

Figure 59. Creating a new STAC security mechanism

[I. Enriching the STAC dataset

STAC dataset: http://securitytoolbox.appspot.com/stac-dataset

3. Updating the STAC dataset with a new security
mechanism

Figure 60 shows the way to add a new instance of the BluetoothSecurityMechanism in the STAC
dataset. This new instance is called JSR82. Do not forget to add the label and the comment to describe
this new instance. In this example, we also explain that this instance is a type of

stac:ProgramminglLanguageSecurityMechanism.

¢<stac:BluetoothSecurityMechanism rdf:about="15R32">
<rdfs:label wxml:lang="en">15R-82</rdfs:label:
<rdfitype rdf:resource="8&stac;ProgramminglanguageSecurityMechanism”/>
<rdfs:comment xml:lang="en">J5R-82 is the official Jawva Blutooth Application
</stac:BluetoothSecurityMechanismz Programming Interface (API)</rdfs:comment:

Figure 60. Add a new instance of BluetoothSecurityMechanism

Figure 60 shows the way to add a new instance of the BluetoothAttack in the STAC dataset.
In this example, the new Bluetooth attack is called “Bluejacking”.

<stac:BluetocothAttack rdf:about="Bluejacking">

<rdfs:label wml:lang="en">Bluejacking</rdfs:label:>

<rdfs:comment xml:lang="en">Bluejacking is the sending of either a picture or a message
</stac:BluetoothAttack: from one user through Bluetocoth.</rdfs:comment:

Figure 61. Add a new instance of BluetoothAttack

You can add more explanations to the security mechanisms instance, for instance the stac:satisfies
property. In the example depicted in Figure 62, we describe that the SSH satisfies three security
properties called Authentication, Integrity and Confidentiality.


http://securitytoolbox.appspot.com/stac-dataset

<stac:WebSecurityMechanism rdf:about="55H">
<rdfs:label xml:lang="en">Secure Shell (55H)</rdfs:label:
<rdfs:comment xml:lang="en">55H is the now ubiquitous program for logging into or executing
<rdf:type rdf:resocurce="&stac;Protocol”/> commands on a remote machine. </rdfs:comment:
<stac:protectsInLayer rdf:rescurce="ApplicationLayer”/ />
¢<stac:satisfies rdf:resource="Authentication"/>
¢stac:satisfies rdf:i:resource="Integrity"/>
<stac:satisfies rdf:rescurce="Confidentiality"/>
<stac:hasFeature rdf:resource="Popular"/>
<dctermsthasPart rdf:resocurce="AsymmetricAlgorithm”/>
</stac:WebSecurityMechanism:>

Figure 62. Add the security property to the instance

Figure 63 show the creation of a new security property instance called Confidentiality. We add links to
the existing security ontologies (owl:samesAs) describing the same instance.

<stac:SecurityProperty rdf:about="Confidentiality":>
<rdfs:label xml:lang="en":*Confidentiality/Privacy </rdfs:label:
<rdfs:comment xml:lang="en">Confidentiality means that only destined user must
<owl:sameds rdf:resource="&herzog;Confidentiality™/> pe zbhle to read data. </rdfs:comment:
<owl:samehAs rdf:resource="&denker;Confidentiality"/>
<owl:sameAs rdf:resource="&kim;Confidentiality™/>
<owl:samehs rdf:resource="8&masc;Confidentialite"” />
<owl:sameAs rdf:resource="&securitysw;Confidentiality™/>
</stac:SecurityProperty>

Figure 63. Add a new security property instance.

Part XI: Limits

During an event, we got this issue at the end of the day, perhaps too many people querying the web
site. It seems the limit with Google App engine (basic versions) is maximum 1000 request per day.

< C' | ® semantic-web-of-things.appspot.com

Over Quota

This application is temporarily over its serving quota. Please try again later.

Figure 64. Error Over Quota. This application is temporarily over its serving quota. Please try
again later.
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Search API quotas

The Search API has several free quotas:

Resource or API call Free Quota

Total storage (documents and indexes) 0.25GB
Queries 1000 queries per day

Adding documents to indexes 0.01 GB per day

The Search APl imposes these limits to ensure the reliability of the service. These apply to both free and paid apps:

Resource Safety Quota

Maximum query usage 100 aggregated minutes of query execution time per minute

Maximum documents added or deleted 15,000 per minute

Maximum size per index (unlimited number of indexes allowed) 10GB

APl usage is counted in different ways depending on the type of call:

TRY IT FREE

Figure 65. Documentation Google App Engine: Search APl Quotas

Documentation if web site down, perhaps for the following reasons:

https://cloud.google.com/appengine/docs/standard/java/search/#Java_Search_API_quotas

Part XII :

Additional

[. Jena TDB and Jena FuseKki (Internship Amira)

The project is available in the same BSCW directory

Install Jena TDB
Does not work with App Engine but the server tomcat
See documentation Internship

Install Jena Fuseki
Does not work with App Engine but the server tomcat
See documentationinternship



I[I. Security issues to execute JavaScript with the

project

to disable the browser security (javascript problem)
command name_browser -disable-web-security
chrome -disable-web-security



