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The STAC ontology 

Motivating scenario 

An ontology to help non-security-expert software 

designers or developers to: 

o Design secure software 

o Understand and be aware of main security 

concepts and issues 

 

 

Countermeasure 

Attack 

Security protocol 

Encryption algorithm 
VPN 

Integrity 

Access control 

Confidentiality 

DoS 

Implement ation 

Conclusion & Future works 
An ontology to help developers to design secure software 

 Improve the user interface 

Create templates to secure the application 

Use STAC to secure our Machine-to-Machine architecture (see Doctoral Consortium) 

User interface & Ontology: 

o http://securitytoolbox.appspot.com/ 

 

 

Related works 
Drawbacks of existing ontologies: 

o Most of them are not available online 

o Do not consider the previous ontologies 

o No descriptions of countermeasures 

o No relationships between attacks, security 

mechanisms, security properties, technologies 

and OSI Model. 

o Do not classify security mechanisms according to 

security properties 

How to secure? 

Applications 

E-commerce Sensor Networks 

Cellular Networks 

Wireless 

IDS 

RSA 

Snort 

MITM 

Technologies used:  

o Semantic Web:  OWL, RDF, RDFS, SPARQL, 

Jena. 

o User interface: Java, Google Application Engine 

(GAE), HTML5, Javascript, AJAX, RESTful 

(Jersey) 

HTTPS 

PGP 

Networks Authentication 


